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BeedeHue: 0aHHble CMAHOBAMCA OCHOBHbIM CMPame2u4ecKum pecypcom, 6e3 Komopozo Heeo3s-
MOM(eH KayecmeeHHbIl nepexod K passumomy 2eHepPamu8HOMY UCKYCCMBEHHOMY UHMesneKkmy U co-
sepweHcmesosaHue memooos U nodxo008 K pabome ¢ 6oabwumu 0aHHbiMU. OOHaKo obecrieyeHue 0o-
cmyna K 60a6WumM 06veMam OaHHbIX WUPOKO20 Kpyad rnosb3osameneli cmanxkueaemcs ¢ padom cyuwe-
CMBEHHbIX U 04eHb ycmoliuugelx npasossix bapsbepos. Lleab Hacmoauwe2o ucciedosaHus — onpeode-
UMb NPaKmMu4ecKoe 3Ha4eHue Mybau4HbIX Yugppossix 03ep 045 CO300HUA CUHMeMUYeCcKUx OaHHbIX, d
makxe paccmompems nepcrnekmussl Ux UCMoAb308aHUA 044 yeneli nybauyHo2o ynpasaeHus. Me-
moobi: uccnedosaHue 6azupyemcsa Ha COBOKYMHOCMU 0bweHay4HbIX (aHaAU3, cuHmes, UHOYKUuUs, Oe-
OYKYUA), YyaCMHOHay4YHbIx (cmamucmu4eckuli, coyuosoaudeckuli) u cneyuanbHbiX Memooo8 No3HAHUSA
(popmaneHo-topuduyeckuli, cpasHUMebHO-NPAsosol, Memoo Npaso8oz2o MooeaupPosaHus). Pesyno-
mameol U 8bI1800bl: K/0YEBbIM 80MPOCOM CMAHOBUMCA orpedesieHue nNpas 8 OMHOWeHUU OaHHbIX
(vemaHoeneHue o0baadamesns OaHHbIX) U HAAUYUA 8 MACCUBAX OUHHbLIX YygecmeumesnbHoU UHgopma-
yuu, obwuli docmyn kK Komopod, 8 cuay pA0a NPUYUH, HEBO3MOM(eH U Hecem 8 cebe cyujecmeeHHble
pUCKU 075 2ocydapcmea, obuiecmea uau Au4HOCMU. B pamkax amoli meHOeHyuu onmumasbHbIM pe-
weHuem suOUMCA hopMUpPOB8AHUE KPYIHbIX MACCUB08 OUHHbIX (03ep OUHHbIX), yrpasasemMbix 20cy0ap-
CMBOM, G MAKXe PACIPOCMPAHEHUE MPAKMUKU UCM0Ab3080HUSA CUHMemuYeckux 0aHHbIX. Poccus Ha
nymu K 3KOHOMUKe OQHHbIX QKMUsHo ghopmupyem rnybaudHble 03epa OaHHbIX, KOmopble 8 MomeHyu-
asne mo2ym cmams 0cHosoli 07158 c030aHUSA HA UX OCHo8e cuHmemuyeckux 0aHHbix. C amoli uesbto bbin
MpPOaHAAU3UPOBAH pocculickull u 3apybexcHblli 0nbim MpPasoeo2o peaynuposaHus 8 yKasaHHol cgepe,
8bI8/1€HbI U CHOPMYAUPOBAHLI MPAKMUYECKUE U Npasossie npobsaemesl npumMeHeHUsa Yugppossix o3ep
0715 cUHMemuyYecKux OaHHbIX 8 Uesasax nybauYHo20 ynpasaeHus.
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Introduction: data are becoming the main strategic source, without which it is impossible to make
a qualitative transition to advanced generative artificial intelligence and improve methods and ap-
proaches to big data processing. However, there are some significant and deep-rooted legal barriers on
the way to providing access to large amounts of data for a wide range of users. Purpose: the study aims
to substantiate the practical importance of public data lakes for creating synthetic data as well as to
explore the prospects for their use for public administration purposes. Methods: the research is based
on a combination of general scientific methods (analysis, synthesis, induction, deduction), special scien-
tific methods (statistical, sociological), and specialized methods of cognition (formal legal, comparative
legal methods, legal modeling). Results and conclusions: the key issues are the rights in relation to data
(who owns the data) and the presence in datasets of sensitive information that, for a number of reasons,
must not be openly shared and carries significant risks for the state, society, or the individual. What
seems to be the most optimal solution is the formation of large arrays of data (data lakes) managed by
the state as well as the spread of the practice of using synthetic data. On its way to a data economy,
Russia is actively developing the practice of creation of public data lakes, which can potentially become
the source for creating synthetic data. The paper analyzes Russian and foreign experience of legal reg-
ulation in this area, identifying practical and legal issues of the use of synthetic data for public admin-
istration purposes.
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BeedeHue: 0aHHble CMAHOBAMCA OCHOBHbIM CMPAMe2u4ecKuUM pecypcom, 6e3 Komopoz2o Hegos-
MOXceH KayecmeeHHbIl nepexod K pa3eumomy 2eHepamu8HOMY UCKYCCMBEeHHOMY UHMes1eKkmy U co-
sepuweHcmeosaHue Memodos u nooxo008 K pabome ¢ 60abwiumu 0aHHbIMU. OOHaKo obecrnieyeHue 0o-
cmyna K 6016WUM 06veMaM OGHHbIX WUPOKO20 Kpyad rnosavb3osameseli cmankueaemcs ¢ padom cyuje-
CMBEHHbIX U 04eHb ycmoliyussix npasossix bapbepos. Lleab Hacmoswez2o ucciedosaHus — onpede-
/UMb NPakmMu4eckoe 3HavyeHue nybauYHbIX Yugppossix 03ep 0718 CO30aHUA CUHMEMUYECKUX OAHHbIX, d
makxe paccmompemeoe repcrekmussl UX UCM0a6308aHUA 044 uesel nybauvYHO20 yrnpasaeHus.
Memodsi: uccnedosaHue bazupyemcsa Ha COBOKYNMHOCMU 0bweHay4HbIx (aHaAU3, CUHMe3, UHOYKYUS,
0eO0yKyus), YaCmHoHay4YHbIx (cmamucmu4yecKkuli, coyuosaoau4eckuli) u crneyuanbHbiXx MemMooo8 No3Ha-
HusA (¢hopmanbHo-topududeckuli, cpasHUMeAbHO-NPAsosoli, Memoo nNpPasoso2o MooeauposaHus). Pe-
3yAbMameol U 8b1800bl: K/H0YEBbIM 80MPOCOM CMAHOBUMCA onpedeseHue npas 8 OMHoWeHUU OaHHbIX
(ycmaHosneHue ob1ad0amens 0aHHbIX) U HAAUYUA 8 MACCUBAX OAHHbLIX YyecmeumesbHOU UHGopma-
yuu, obwuli docmyn K komopod, 8 cuny pAda NPUYUH, HEBO3MOM(EeH U Hecem 8 cebe cyujecmseeHHble
pucku 011 2ocydapcmea, obujecmea uau AUYHOCMU. B pamkax amoli meHOeHyuu onmumasnbHLIM pe-
weHuem sUOUMCA hopMUPOBAHUE KPYHbIX MACCUBO8 OUHHbIX (03ep OAHHbIX), yrpasasemsix 20cyoap-
CMBOM, @ MAKME PACIPOCMPAHEHUE MPAKMUKU UCM0Ab308AHUA CUHMemuyeckux 0aHHbIX. Poccus Ha
ymu K 3KOHOMUKe OGHHbIX KMU8BHO ghopmupyem nybsaudHeie o3epa OaHHbIX, KOmopble 8 MomeHyu-
asie Mmo2ym cmams 0CHo8ol 015 C0300HUA HA UX OCHO8e CUHMemu4ecKkux 0aHHsix. C amol yesnbto bbin
MpoaHanu3uposaH pocculickull u 3apybexcHoll 0rMblm nNpaso8o2o pe2ysupos8aHuUs 8 yKa3aHHoU cgepe,
8bls18/1€HbI U CHOPMYAUPOBAHbLI MPAKMUYECKUE U Npasossbie npobsemel npuMeHeHUs Yugposbix o3ep
0419 cuHmMemuyeckux OaHHbIX 8 Yenaax nybau4Ho20 yrnpasaeHus.

BeepeHue

PasBuTME TEXHONOIMU WCKYCCTBEHHOIO WHTEN-
nekta (UMW) BbICOKOro ypoBHS MOpOXKAaeT Heobxoau-
MOCTb NoSIly4YeHUA 1 06pPaboTKN OrPOMHOIO MaccmMBa UH-
dopmaumn. OHa ucnonbsyeTcs aaa 0byvyeHUA UCKyC-
CTBEHHOTO MHTENNEKTA KaK B PYYHOM, TaK U B aBTOHOM-
HOM pexxume. Mpu aTom 0b6pasyemble HelipoceTn GyHK-
LMOHUPYIOT He TOJIbKO Ha OCHOBE CYLLECTBYIOLLEN WH-
dopmaumn, nony4yeHHoM pasHbIMK cnocobamm 1 yepes
pas/iyHble UCTOYHMKWU, HO U MOCPEACTBOM CO34aHMUsA
HOBbIX AAHHbIX, KOTOPbIe HE UMEIOT eCTECTBEHHOTO (Mc-
XOAALLEro OT Ye/I0BEKA) MPOUCXOXKAEHMA.

Ha coBpemeHHOM 3Tane passButua LUGPOBbIX TeX-
HOMIOTMN MMEHHO TeHepaTMBHbIA MCKYCCTBEHHbIA WH-
TENNIEKT CYUTAETCA UCKYCCTBEHHbIM MHTENIEKTOM BbICO-
KOro YPOBHS, TO €CTb CNOCOBHbIM NPeobpa3oBbIBaThL Cy-
LLECTBYIOLYO MHPOPMALMIO U cO3A4aBaTb abCONOTHO
HOBble faHHble. ITU AaHHble (MHPopmaLma) Hanbonee
NPUBAMNKEHbI K peanbHbIM AaHHbIM (MHbOpPMaLUK),

CO37aBaeMbIM YE/IOBEKOM (/UTepaTypHOe npoussese-
HUe, CNyXebHbli OOKYMEHT, KapTuHa, ¢oTtorpadus,
nsobparkeHue 1 T. n.). NMpu atom obecneunsaetca Heob-
XOAMMbIN YPOBEHb AOCTOBEPHOCTM HOBbIX AAHHbIX, YTO
CBMAETENbCTBYET 06 MX MPUEMAEMOCTU U AOMNYCTUMO-
CTM B Pa3/IMYHbIX OBOLLECTBEHHbIX NpoLeccax.

Peub naet 06 MHPopmaLumm, co3gaHHOM nUan npe-
06pa3oBaHHON reHepaTUBHbLIM MCKYCCTBEHHbIM MHTEN-
Nnektom. Takas MHbopmauma (LaHHble, cBeaeHun, und-
poBble 06BEKTbLI) NOAYYMAa HAMMEHOBAHWE CUHTETUYe-
CKMX JaHHbIX. B camom ynpoLLeHHOM BUAE MOL CUHTe-
TUYECKMMU AaHHBbIMW OBbIYHO MOHMMAT MHPOPMA-
LMI0, CreHepMpOBaAHHYK KOMMbIOTEPAMU M NO CBOUM
CTaTUCTUYECKMM CBOMCTBAM HANOMMHAIOLWYIO peasib-
Hble gaHHble. OHa cO3/aeTcs C MOMOLLbIO aJroPUTMOB
6e3 npAMOW cBA3M C peasibHbIMK cBegeHnamn [15].

MnoH Mack B UHTepBbto raseTe «lfapamaH» 3aa8su,
YTO Y KOMMaHWM, 3aHMMAIOLLMXCA UCKYCCTBEHHbBIM WH-
TENNIEKTOM, 3aKOHUYMAUCL AaHHble AN 0byvyeHus ux
MOZeNlell M YTO OHM «ucYepnanu» BCe YeNoBeYeckune
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Introduction

The development of high-level artificial intelligence
(Al) technology necessitates the acquisition and pro-
cessing of vast amounts of data. This information is uti-
lized to train Al systems, both manually and through of-
fline methods. The neural networks formed operate not
only on the basis of existing (real) information, obtained
through various means and sources, but also through
generation of new data, this lacking a natural (i.e., hu-
man-generated) origin.

At the current stage of the digital technology de-
velopment, generative Al is regarded as a form of ad-
vanced artificial intelligence. This technology is capable
of transforming existing information and creating
entirely new data. Generated data closely resembles

authentic human-created content, such as literary
works, official documents, paintings, photographs, and
images. Furthermore, the information produced main-
tains a necessary level of reliability, indicating its trust-
worthiness and suitability for various social processes.

Here, we are speaking about information created or
transformed by generative Al. This type of information
(data, digital objects) has received the name ‘synthetic
data’. In its simplest form, synthetic data is understood as
information generated by computers that statistically re-
sembles real data. It is created by algorithms, without a
direct connection to actual records [15].

In an interview with The Guardian, Elon Musk
stated that IT companies have exhausted their data re-
sources for training Al models, claiming they have of all
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3HaHMA. OH NPEANON0KMA, YTO TEXHONIOTUYECKMM KOM-
naHMAM npuaeTca obpaTUTbCA K CUHTETUYECKUM AaH-
HbIM — M1 MaTepuanam, Co3gaHHbIM MOLENAMM UCKYC-
CTBEHHOrO MHTEN/IEKTa, — YTobbl CO34aBaTb U HacTpau-
BaTb HOBble cucTembl [14]. dHApI0 [lyHKaH, AMPEKTOP NO
HayKe U MHHOBaLMAM (dyHAaMeHTaNnbHble uccnesoBa-
HUA B obnactu DS u Al) B 6putaHckom UHCTUTYTe AnaHa
TblopuHra, NoATBEPAN, YTO KOMMeHTapuii Macka co-
rnacyeTca ¢ HegaBHeW Hay4yHoM paboToit, B KOTOPOI ro-
BOPUTCA, YTO 0bOLWENOCTYNHbIE AaHHble A8 Moaenewn
MU moryT 3akoHuYmMTbCS yrKe B 2026 roay [17]. OH pgoba-
BWA, YTO Ype3MepHaa 3aBUCMMOCTb OT CUHTETUYECKUX
JaHHbIX CNOCOBHA MPMBECTM K KKpaxy MOZenn» — Tak
Ha3blBalOT yXyZleHMe KayecTBa pe3ynbTaToB paboTsbl
mogenein [14]. BmecTe c Tem y»Ke ceiiyac moryT 6biTb
npumeHeHbl BecbMa 3dpdeKTUBHbIE pelleHnsa Aaa npe-
0[0/1eHUA 3TOMN Npobaembl. Peub naeT o LndpoBbIX 03e-
pax AaHHbix (Data Lake) Kak MCTOYHMKe AaHHbIX A8
06yYeHNA reHepaTUBHOIO UCKYCCTBEHHOTO MHTENNIEKTA.

0O3epo AaHHbIX —3TO, KaK NPaBuUIo, e4MHOE XPaHu-
IMWE AaHHbIX, BKAOYaoLlee HeobpaboTaHHble KOMUK
AaHHbIX UCXOAHOM CUCTEMbI, AaHHble AATYMKOB, COLLMU-
aNnbHble AaHHblE U T. 4., @ TaKXe npeobpasoBaHHble
[AaHHble, Ucnosb3lyemble ANs COCTaBAEHMA OTYETOB, BU-
3yanusaummn, paclMpeHHOW aHaiUTUKM U MALIUHHOIO
obyyeHnA N T. N.

MeTtoaonornyeckana ocHoBa uccneaoBaHuA

MccneposaHne 6asMpyetcs Ha COBOKYMHOCTU
ob6leHayYHbIX (aHanM3, CUHTE3, UHAYKUMA, AenyK-
LMSA), YaCTHOHAYYHbIX (CTAaTUCTUYECKWIA, COLMONOrN-
Yeckui) M crneumanbHbiX mMeTogoB nosHaHua (dop-
MaNbHO-OPUANYECKUIA, CPaBHUTE/NIbHO-MPABOBOM,
MeTOoZ NPaBoOBOro MoOAenMpoBaHnsa). MocKoNbKy Tema
nccnenoBaHMA UMeeT NPaBoBY CneunduKy, ocTaHo-
BMMCA Ha XapaKTepPUCTUKE NNLLb CreLuanbHbIX MeTo-
[OB MO3HaHWA, KOTOPble MPUCYLLM MCKAHOYUTENbHO
topucnpygeHunn. ®opmanbHO-IOPUANYECKMI METOZ,
NPUMEHANCA [ANA YTOYHEHUA CcoZep)KaHUA HOpM
npaBa: OH MO3BOJIMA UX WMCTONKOBATb, OMNpPesenunTb
CTPYKTYPY M TEPMUHONOIMIO 3aKOHOB. Kpome Toro, C
ero nomoubto 6biNM BbiABNEHbI TEOPETUYECKUE W
npakTuyeckne npobnembl NPUMEHEHUA CUHTeTMYe-
CKMX AaHHbIX M UMbPOBLIX 03ep B AeATeNbHOCTH nyb-
NIMYHbIX opraHoB. CpaBHWUTE/NbHO-MPABOBOW METOZ
MCNO/b30Ba/ICA AR COOTHECEHUA NPABOBOro peryau-
pPOBaHMA U NPAKTUKU MPUMEHEHUA CUHTETUYECKUX
JaHHbIX U LMdpPOBbLIX 03ep B Ny6AMYHOM CEKTOpe B
Poccuu, CLUA, Espone u Kutae. OH no3soaun Bblae-
NNTb KPUTEPUM AR CPAaBHEHUS NPABOBOro Peryampo-
BaHWA, BbIABUTb cneunduyeckne n oblme 4epTbl B
NpaKkTUKe NPUMEHeHMA NyB6ANYHbIMUM OpraHamu und-
POBbIX 03€p W CUHTETUYECKMX AaHHbIX. [TOCKONbKY B
nccnenoBaHUM onpeaeneHbl NPobaembl HayYHOro U
NpaBOBOro xapakTepa, NpMMeHeHMe MeToda Mpaso-
BOrO MOAEANPOBaHMA NO3BONAO CHOPMYNMPOBATL
pelweHne 3TUX Npobaem, a TakKe BbIBOAbl NO Hayy-
HOMY MCCNeL0BaHMIO B LLE/IOM.

TeopeTnueckana oCHOBa UccneaoBaHUA

CnepnyeTt OTMETUTb, YTO UCCNEA0BaHNA O NPAaBOBOM
perysMpoBaHnm NpumMmeHeHus LMdpoBbIX 03ep U CUHTe-
TUYECKMX AaHHbIX B Ny6AMYHOM ceKTOpe GpaKTUYeCKM oT-
CYTCTBYIOT. 9TO CBA3AHO C TEM, YTO aHHble TEXHO0TUN
BO3HUKAM B NMyO6ANMYHOM cekTope BONbLIMHCTBA rocCy-
papcte nanwb B 2022—-2024 rogax. EcTb anwb nccnepo-
BaHMA MO HEKOTOPbIM achneKkTam MpuMeHeHua Lubpo-
BbIX 03€P U CUHTETUYECKUX JaHHbIX.

TeopeTnyeckne 0CHOBbI LMbPOBbIX 03eP ONMUCAHDI
[xxelimcom [JUKCOHOM KaK a/fibTEPHATUBA «XPaHUIULLY
AaHHbIX» [8]. CTPyKTypa uMPpOBbIX 03ep N UX TEXHUYE-
CKMe npuHuMnbl paboTbl B NnybanMyHOM ceKTope pac-
CMOTpEHbI B UccnegoBaHuax bunna MHmowHa [10]. Ponb
UMOPOBbLIX 03ep B AEATENbHOCTM OPraHoB rocyaap-
CTBEHHOM BnactTM usydyeHa Pobom KutumHom [12], a
Takke MHec Meprenb, Hoannoi daenbmaHH u Hatanu
Xayr [13]. UmetoTca, Kpome TOro, UccnefoBaHms, NOCBA-
LLeHHble ONbITy MpUMeHeHUAa LMPPOBbLIX 03ep B KOH-
KpeTHbIX rocyaapcTeax [1; 6; 9; 18]. Bonpocbl HenpuKoc-
HOBEHHOCTM YaCTHOM ¥U3HU U PUCKU HapyLUEHUA KOH-
dMAEHUNANbHOCTU TOXe CTaHOBWIUCHL NPeaMEeTOM UC-
cnepoBanua [7; 9; 18].

HacToAlwee uccnepoBaHve ocBelwaeT He TONbKO
BbllWeHa3BaHHble acnekTbl. Ero cneunduKkol asnaercs
paccmoTpeHue BoMpoca Yepes npusmy npobaemaTukm
ny6AMYHOro ynpasaeHUa ¢ Y4ETOM NPaBOBOMO OMNbITa U
NPaKTUKM NPUMeEHEHUA LMGPPOBbLIX 03ep U CUHTETUYe-
CKUX AaHHbIX B Poccuiickoit Peaepaymu.

MeKayHapoaHblii onbiIT. PerynuposaHue
CUHTETUYECKUX JAHHDIX U 03epP AaHHbIX.
MCKYCCTBEHHDIN MHTENNEKT

1. CLLIA

Mcnonb3oBaHWe 03ep AaHHbIX FOCYAapCTBEHHBIMM
cTpyKTypamm B CLUA nmeetr [0OBONBHO AABHIOK UCTO-
puto. Peanv3oBaHHble MHULMATUBLI U peLUeHUs Oblan
Hanpas/ieHbl Ha CO34aHMeE WU YNIyYLIEHNE UCMONb30Ba-
HWA NPaBUTEIbCTBEHHbIMW areHTCTBaMm 6oNbLIMX Mac-
CMBOB JAHHbIX.

C yyeTom aToro nossnsetca Bce 60/blUe NPOEKTOB,
HanpaB/eHHbIX Ha WMHTErpaLmilo Pa3po3HEHHbIX XPaHW-
JIVILL, A@aHHbIX B eAMHble NPAaBUTENIbCTBEHHbIE 03epa [aH-
HbIX, @ TaK¥Ke NpMBAEYEHME K STOMY YACTHbIX KOMNAHWUM
AN19 BbINONHEHUA NoApAAHbIX paboT. Mpumepom moryT
CNYXUTb UHULMATMBLI MuHUCTEpCcTBA 060poHbI CLUA (US
Department of Defense) n Biopo nepenucu Hacenewus
CLUA (US Census Bureau), KoTtopble B 2024 rogy o6b-
ABUAN O CEpbe3HbIX MaHaX WHTErpaLmmM CTPYKTypUpo-
BAHHbIX, NOYCTPYKTYPUPOBAHHbIX U KCbIPbIX» 03ep AaH-
HbiX [6]. Bo3pacTaeT y peaepanbHbix areHTcTs CLUA nHTe-
pec M K co34aHUI0 NyHAMYHbIX, TO €CTb OTKPbITbIX, 03ep
OaHHbIX, KOTOpble ABAAIOTCA CBOEro poga NpoJosIKe-
HWeM yyKe AaBHO OCO3HAHHON TeHAeHUUn obecnevyeHus
OTKPbITOCTM AaHHbIX. B 4acTHOCTK, 3TO NOATBEPKAAET CO-
3paHue Public-Use Data Lake, nHMumMmMpoBaHHoe MuHu-
ctepcteom Tpyaa CLUA (US Department of Labour).

-528 -

Martynov A. V., Shireeva E. V.

human knowledge. He suggested that these companies
would need to turn to synthetic data — materials gener-
ated by Al models — to develop and configure new sys-
tems [14]. Andrew Duncan, Director of Science & Inno-
vation (Fundamental Research in DS and Al) at the Alan
Turing Institute in Britain, noted that Musk’s comments
align with recent research indicating that publicly avail-
able data for Al models could be depleted as early as
2026 [17]. He cautioned that an overreliance on syn-
thetic data could lead to the deterioration in the quality
of results produced by these models [14]. Meanwhile,
effective solutions are already being implemented to ad-
dress this issue: digital data lakes are being utilized as a
source for training generative Al.

A data lake is typically a centralized data storage
repository that contains raw copies of data from various
source systems, including sensor data, social media
data, and more, and also includes transformed data uti-
lized for tasks such as reporting, visualization, advanced
analytics, machine learning, etc.

Research Methodology

The research is grounded in a combination of
general scientific methods (analysis, synthesis, induc-
tion, deduction), private scientific methods (statisti-
cal, sociological), and specialized cognitive methods
(formal legal, comparative legal, and legal modeling).
Given the legal specificity of the research topic, we
will concentrate on the characteristics of the special-
ized cognitive methods that are unique to jurispru-
dence. The formal legal method was employed to
clarify the content of legal norms, enabling the inter-
pretation, structuring, and terminology of laws. Addi-
tionally, it was utilized to identify both theoretical
and practical challenges associated with the use of
synthetic data and data lakes in the operations of
public authorities. The comparative legal method was
employed to analyze the legal regulations and prac-
tices surrounding the use of synthetic data and data
lakes in the public sectors of Russia, the USA, Europe,
and China. This approach enabled us to establish cri-
teria for comparing legal frameworks and to identify
both unique and shared characteristics in the utiliza-
tion of data lakes and synthetic data by public author-
ities. Since the study addresses issues of both scien-
tific and legal significance, the application of legal
modeling facilitated the development of solutions to
these challenges as well as the formulation of broader
conclusions regarding the scientific inquiry as a
whole.

Literature Review

It is important to note that there are currently al-
most no studies on the legal regulation of digital lakes
and synthetic data within the public sector. This lack of
research can be attributed to the fact that these tech-
nologies were only introduced in the public sectors of
most countries between 2022 and 2024. Furthermore,
existing studies focus on only certain aspects of the use
of digital lakes and synthetic data.

The theoretical foundations of digital lakes are de-
scribed by James Dixon as an alternative to the tradi-
tional ‘data warehouse’ [8]. The structure of digital lakes
and their technical principles of operation within the pub-
lic sector are examined in the research conducted by
W. H. Inmon [10]. Additionally, the role of digital lakes in
the activities of public authorities is analyzed by R. Kitchin
[12] and I. Mergel, N. Edelmann, and N. Haug [13].

There are also studies focused on examining the
experience of using digital lakes in specific states [1], [6],
[9], [18]. Additionally, privacy and confidentiality risks
have been partially addressed in research [7], [9], [18].

The present study addresses not only the afore-
mentioned aspects. It is special in that it examines the
issue through the lens of public administration and with
the consideration of the legal experience and practice of
application of digital lakes and synthetic data in the Rus-
sian Federation.

International Practice. Regulation of Synthetic Data
and Data Lakes. Artificial Intelligence

1. USA

The use of data lakes by government agencies in
the United States has a long history. Numerous initia-
tives and decisions have been implemented to create or
enhance the utilization of large volumes of data by gov-
ernment entities.

In this context, an increasing number of projects
are focused on integrating disparate data warehouses
into unified government data lakes, while also engaging
private companies for contract work. A notable example
is the initiative by the U.S. Department of Defense and
the U.S. Census Bureau that announced in 2024 compre-
hensive plans to integrate structured, semi-structured,
and raw data lakes [6]. There is a growing interest
among U.S. federal agencies in creating publicly accessi-
ble data lakes, which are, to some extent, a continuation
of the longstanding trend of promoting data transpar-
ency. An example of this is the Public-Use Data Lake es-
tablished by the U.S. Department of Labor.
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llpasosblie u Npakmu4YyecKue 80MpPOChbl UCMO0Ab308AHUA CUHMEMUYECKUX OGHHUbIX...

CoBpemeHHble NOTPEBHOCTU B MPUMEHEHUN Tex-
HO/IOTNI TeHePaTUBHOIO UCKYCCTBEHHOTO MHTENNEKTA B
rocyfapCTBEHHOM YMpaB/ieHUM Kak Ha denepasbHOM
YPOBHE, TakK M Ha ypOBHE LITAaTOB AMUKTYIOT Heobxoau-
MOCTb KpaliHe pa3bopynBO NOAXOAMUTL K BbIGOPY 3TMX
TEXHONOMMI NO NPUYNHE BbICOKUX PUCKOB UX BAUAHUSA
04HOBPEMEHHO Ha MHTEPECh! FOCYAaPCTBEHHOIO yNpas-
NneHuna n obecneyeHune npas rpaxkaaH. CerogHs yxe ove-
BMAHO, YTO NMPUMEHEHWE PeaNbHbIX AAHHbIX FPO3UT pac-
KpbITUEM YyBCTBUTENbHOM MHGOPMALMKN U HE3AKOHHBIM
€e UCMo/Ib30BaHNEM C YYETOM CYLLECTBYHOLLMX OrpaHu-
YyeHui B goctyne [18]. Hanbonee BepOSATHbIM BbIXOAOM
M3 CUTyauMu NpeacTaBNseTca WUCNo/b3oBaHWe ANA Te-
CTMPOBAHMA PACCMATPUBAEMBIX K MPUMEHEHUIO TEXHO-
Nornit reHepatMBHOro MM UCKYCCTBEHHbIX AaHHbIX M
03€ep AaHHbIX.

B YacTHOCTH, y»Ke ecTb KOHKpPEeTHble NpMMepbl Co-
TPYAHWYECTBA NOKANbHbIX MPABUTENbCTB C YHUBEPCU-
TETCKMMU NCCNeS0BaTENbCKMMU LEHTPAMM U YACTHbIMM
KOMNaHuAmMMK. TakK, LeHTp cuctemHbiX gaHHbIX Mapu-
neHga (Maryland Longitudinal Data System Center) co-
TPYAHWYAET C HECKO/IbKMMM UCCNEAO0BATENbCKUMM LLEH-
Tpamu ans GOpMMUPOBaAHUA Ha OCHOBe 0bpa3oBaTesb-
HbIX AAHHbIX NO LWKO/MIbHUKAM W CTyLEeHTaM OKpyra uc-
KYCCTBEHHbIX AaHHbIX AN NOCAeAyOWero ux MCnosb3o-
BaHWA B LeNAX yaydweHua nybauyHbIX ycnyr B 3TOM
coepe. Apyrum npuMMepom MOXKET CAYKUTb COTPYAHU-
yectBO MHcTUTyTa ropoackoro passutua (Urban Insti-
tute) c lenapTaMeHTOM COLMaNbHbIX CY*K6 okpyra An-
nereiiHu (Allegheny County Department of Human Ser-
vices) M PerMoHanbHbIM LEHTPOM JaHHbIX 3anagHoM
MNeHcunbBaHum (Western Pennsylvania Regional Data
Center) B pamKax MWUIOTHOrO MPOEKTA MO MCMO/b30Ba-
HUIO CUHTETUYECKMX OAHHbIX ANA YAYYLWeEHUA CouManb-
HbIX CyT U Nporpamm [16].

Ha denepanbHOM ypoBHE TaKKe OTMEYEH UHTepec
K Npobnematnke MCNob30BaHUA UCKYCCTBEHHbIX AaH-
HbIX B Pa3/iMyHbIX Uenax. B aHeape 2024 ropa Pene-
pasibHbIV COBET pyKOBOAUTENEN C/yKO 06paboTKM AaH-
Hbix (Federal Chief Data Officers Council) ony6ankosan
3anpoc Ha COTPYAHMYECTBO B NPOBEAEHUU UCCNEL0BaA-
HWI B 06/1aCTU UCKYCCTBEHHbIX AAHHbIX, OTMETUB, YTO
COBpPEMEHHOE NMOHMMaHMWE 3TOro ABMEHUA U NOAXOA4bI K
HEeMy He OTBeYaloT aKTyasbHbIM MOTPEBHOCTAM rocy-
Aapctea u busHeca B pa3BUTUM U PEFYIMPOBAHUMN UCKYC-
CTBEHHbIX [AaHHbIX, MMEIOWMNX HEOBXOAMMbIA MOTEH-
LMan ana sSKOHOMMUKM.

2. Espona

B EBponencKkom coto3e MPUCYTCTBYET BblpaKeH-
Hbli MHTEPEC K NPaBOBOMY PEryaMpoBaHMIO BOMNPOCOB
MCMONb30BaHUSI TEXHONOMMIA WCKYCCTBEHHOTO WHTEN-
nekTa n obopoTa AaHHbIX B chepe ny6AnYHOro ynpasne-
HWA. B 3TOM cBA3M B ONONHEHME K YXKe LUMPOKO U3BECT-
Homy O6LLemy pernameHTy Mo 3awuTe aaHHbIX (General
Data Protection Regulation)! 6biau npuHaTbl 3akoH 06
ncKyccTBeHHoM mHTennekte (Artificial Intelligence Act)?
1 3aKoH o gaHHbIXx (Data Act)?, KoTopble B COBOKYMHOCTH
onpegenaoT obuyto cTpaTernto ana ctpaH EBponbl Kak
B YaCTM YNPaBAEHUS AAaHHbIMM, TaK U B 4aCTM UCMNONb30-
BaHMA TexHonornn UU.

Tak, 3aKOH 06 MCKYCCTBEHHOM MHTENNEKTE coaep-
KUT YNOMMHAHME O TOM, YTO He CYLLLeCTBYeT Henpeoso-
JIMMbIX NPEnATCTBUM O1A Pa3BUTUA, BHEAPEHUA U UC-
NoJIb30BAaHWA TEXHONOTMUI UCKYCCTBEHHOTO MHTENNEKTA
B chepe rocyaapcTBEHHOro ynpaBaeHUsa U NpesocTaB-
NneHvAa nyb6andHbIX yeayr. OgHAKo Npu 3TOM ZOMKHbI
6bITb cObNtOAEHbI BCe Heobxoanmble GpyHAAMEHTa/b-
Hble npaBa 1 cBoboAbl NMYHOCTU. B yacTHOCTK, EBponei-
CKMI HaZ30pHbIN opraH no 3awmTe gaHHbIX (European
Data Protection Supervisor) B 2023 rogy ony6avkosan
nepsblit Habop pekomeHaauuit (Guidelines) no ncnonb-
30BaHUIO TEXHOJIOTMIA TEHEPATUBHOIO WMCKYCCTBEHHOrO
WHTE/INIEKTa 418 OPraHoB U yupexaeHuin Espocorosa’.
HecmMoTpsa Ha TO UTO ZOKYMEHT B NPUHLMNE UMEET PEKO-
MeHZaTeNbHbI XapaKTep, OH COAEPKMUT BNOJHE YeTKUe
M KOHKPETHbIe MPaBuia, KOTOPbIe NO3BOIAIOT MPOBECTU
OLEHKY NOTEHLMANbHbIX PUCKOB NPUMEHEHUA yKa3aH-
HbIX TEXHOIOTUIA.

MepcoHan opraHos EBpocoto3a AO/IKeH npuaep-
YKMBATbCA KAaK MUHMMYM MATU BaXKHbIX MPUHLMNOB NpU
MCMNO/Ib30BaHWUW FEHEPATUBHOIO UCKYCCTBEHHOIO MHTEN-
NekTa:

— C/IY»KalLMi He BNpaBe pasriallatb M NepesasaTtb
ANA UCMONb30BAaHUA TEHEPATUBHBIM WUCKYCCTBEHHbBIM
WHTENNIEKTOM MHOOPMALLMIO, KOTOPAs He MMeeT cTaTyca
obuwenocTynHom nam nybanyHom;

—cneayeT KPUTUYHO OTHOCUTBLCA K MOMyYEeHHOMY
pe3ynbTaTy B YaCTM €ro TOYHOCTU U PeneBaHTHOCTH, a
TaKXe HaZMumna B HEM NPOTUBOPEYUI WU IOKHOW UH-
dopmaumu;

— cnesyeT KPUTUYECKM NOAXOAMUTb K UCMOb30BaHMUIO
Ny6ANYHBIX FeHepaTUBHbIX TEXHOJIOMMIA WUCKYCCTBEHHOTO

1 General Data Protection Regulation. URL: https://eur-lex.europa.eu/EN/legal-content/summary/general-data-protection-regulation-

gdpr.html.

2 Regulation (EU) 2024/1689 of the European Parliament and of the Council of 13 June 2024 laying down harmonised rules on artificial
intelligence and amending Regulations (EC) No 300/2008, (EU) No 167/2013, (EU) No 168/2013, (EU) 2018/858, (EU) 2018/1139
and (EU) 2019/2144 and Directives 2014/90/EU, (EU) 2016/797 and (EU) 2020/1828 (Artificial Intelligence Act). URL: https://eur -

lex.europa.eu/legal-content/EN/TXT/?uri=CELEX:32024R1689.

3 Regulation (EU) 2023/2854 of the European Parliament and of the Council of 13 December 2023 on harmonised rules on fair access
to and use of data and amending Regulation (EU) 2017/2394 and Directive (EU) 2020/1828 (Data Act). URL: https://eur-lex.

europa.eu/eli/reg/2023/2854.

4 First EDPS Orientations for ensuring data protection compliance when using Generative Al systems, European Data Protection Su-
pervisor. URL: https://www.edps.europa.eu/system/files/2024 -06/24-06-03_genai_orientations_en.pdf.
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Legal and Practical Issues of Synthetic Data...

The contemporary demands for generative Al tech-
nologies in public administration, at both federal and
state levels, necessitate a careful selection of these tech-
nologies due to the significant risks they pose to public
interests and the protection of citizens’ rights. In this
context, the use of real data raises concerns about the
potential disclosure of sensitive information and its mis-
use, in circumvention of the existing restrictions on data
access [18]. A promising solution can be seen in the use
of synthetic data and data lakes for testing generative Al
technologies.

Today it is possible to give several examples of col-
laboration among local governments, university re-
search centers, and private companies. The Maryland
Longitudinal Data System Center is currently working
with various research centers to generate synthetic data
derived from educational information about schoolchil-
dren and students in the district. The synthetic data ob-
tained will be utilized for the purpose of enhancing pub-
lic services in this field. Another example is the Urban
Institute’s partnership with the Allegheny County De-
partment of Human Services and the Western Pennsyl-
vania Regional Data Center, which aims to pilot research
on the use of synthetic data to improve social services
and programs [16].

At the federal level, there is a pressing need to
examine the challenges associated with the use of
synthetic data for various applications. In January
2024, the Federal Chief Data Officers Council pub-
lished a request for collaboration to conduct research
in the field of synthetic data, noting that the current
definitions and approaches did not adequately ad-
dress the actual needs of both the government and
businesses in terms of the development and regula-
tion of synthetic data as data possessing significant

potential for the economy.

2. Europe

In the European Union, there is a growing inter-
est in the legal regulation of artificial intelligence (Al)
technologies and data processing for the benefit of
public administration. In this context, in addition to
the well-known General Data Protection Regulation
(GDPR)?, the EU has adopted the Artificial Intelligence
Act? and the Data Act?. Together, these regulations
define a cohesive strategy for European countries
with regard to both data management and Al technol-
ogy utilization.

The EU Artificial Intelligence Act specifically states
that there are no significant barriers to the develop-
ment, implementation, and use of Al technologies in
public administration and the provision of public ser-
vices. However, it is essential to respect all fundamental
rights and freedoms of individuals. In 2023, the Euro-
pean Data Protection Supervisor published the first set
of guidelines on the use of generative Al technologies for
EU authorities and institutions®. Although the document
is advisory in nature, it provides clear and specific rules
for assessing potential risks associated with the use of
generative Al technologies.

The staff of the EU’s authorities should adhere to
at least five key principles when utilizing generative Al:

[Jan employee does not have the right to disclose
or transmit to generative Al information that is not pub-
licly available or has no open access;

[1the results obtained from generative Al should
be critically evaluated for accuracy and relevance, as
well as for the presence of contradictions or false infor-
mation;

[]it is essential to adopt a critical approach to

the use of publicly available (open-source) generative Al

1 General Data Protection Regulation. Available at : https://eur-lex.europa.eu/EN/legal-content/summary/general-data-protection-reg-

ulation-gdpr.html

2 Regulation (EU) 2024/1689 of the European Parliament and of the Council of 13 June 2024 laying down harmonised rules on artificial
intelligence and amending Regulations (EC) No 300/2008, (EU) No 167/2013, (EU) No 168/2013, (EU) 2018/858, (EU) 2018/1139
and (EU) 2019/2144 and Directives 2014/90/EU, (EU) 2016/797 and (EU) 2020/1828 (Artificial Intelligence Act). Available at:
https://eur-lex.europa.eu/legal-content/EN/TXT/?uri=CELEX:32024R1689

3 Regulation (EU) 2023/2854 of the European Parliament and of the Council of 13 December 2023 on harmonised rules on fair access
to and use of data and amending Regulation (EU) 2017/2394 and Directive (EU) 2020/1828 (Data Act). Available at: https://eur -

lex.europa.eu/eli/reg/2023/2854

4 First EDPS Orientations for ensuring data protection compliance when using Generative Al systems. European Data Protection Su-
pervisor [website]. Available at: https://www.edps.europa.eu/system/files/2024 -06/24-06-03_genai_orientations_en.pdf.
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WHTENNeKTa BO M3beKaHWe HapyLIeHWs NpaB Ha UHTeN-
NeKTyaNbHY cOBCTBEHHOCTD;

— Henb3s WCNO/b30BaTb FeHEepPaTUBHbIN UCKYC-
CTBEHHbIV MHTENNEKT AR CO34aHUA IOPUANYECKM 3Ha-
YMMBIX UM 0BA3bIBAIOLLMX AOKYMEHTOB;

— Henb3s WCNO/Mb30BaTb FeHEpPaTUBHbIA WUCKYyC-
CTBEHHbIV MHTENNEKT A8 KPUTUYECKUX U KYYBCTBUTE b-
HbIX» MNPOL,ECCOB.

Cam no cebe 3aKOH 06 UCKYCCTBEHHOM UHTEN/IEKTE
COLEPKUT PAL BaXKHbIX MPaBUA UCMONb30BaHUA UCKYC-
CTBEHHOrO MHTeNNeKTa ANA uenei nybamyHoro ynpas-
/IeHUs, @ UMEHHO CBA3aHHbIX C NPUMeHeHMem ocobol
MapKMPOBKM KaK A1a pe3ynbTaToB, MOJAYyYEHHbIX C No-
MOLLbIO UCKYCCTBEHHOIO MHTENNEKTA, TaK U AN1A C/lyYaeB
B3aMMOZLEMNCTBMA TPaXKAaHMHA M UCKYCCTBEHHOIO MH-
Te/IZIeKTa MPU OKa3aHUM NyBANYHBIX YCAYT.

3aKOH O [aHHbIX TaKXKe BHeC cepbe3Hble Koppek-
TUBbI B peryaMposBaHne obopoTa AaHHbIX B pamKax Es-
ponelickoro coto3za. C yyeTom Leneir 1 3afay HacTos-
Lero MccnenoBaHMA HeobXoaMMO OTMETUTb TO, YTO
AaHHbIV AOKYMEHT NpesoCTaBua opraHam BNacTu NpaBo
NoAy4YMTb AOCTYN K AaHHbIM, UCMONb3YEMbIM M HaKan-
NiMBaeMbIM cybbeKTaMM YacTHOTO CEKTOPA, NpuY onpese-
JIEHHbIX YCNOBUAX YPE3BbIYAMHbIX CUTYaLMNA.

Elle ogHMM JOKYMEHTOM, KOTOPbIN aKTUBHO BAU-
AeT Ha co34aHune pblHKA AaHHbIX B EBponeiickom cotose,
asnaetca Anpektnea 06 oTKpbITbIX AaHHbIX (Open Data
Directive)!, koTopas yeTKo 3aKpennseT Heo6XoANMOCTb
packpbITMA MHGOPMaLun, cobrpaemoi opraHamu Bna-
CTM MO WeCTM TeMAaTUYeCcKMM obnacTam (reonpocTpaH-
CTBEHHas; HabatogeHWe 3a 3eMIel U OKpY»KatoLLel cpe-
[0W; MeTeopoiIorMyeckas; CTaTUCTMYECKan; KOMMNAHWUMU U
COBCTBEHHOCTb KOMMaHUI; MobuabHOCTL). Habopbl
OaHHbIX JOMXKHbI NPefoCcTaBAATbCA HecnnaTHo B malwm-
HounTaemMbix Gopmatax u yepes APl ans obneryeHuns nx
3¢ PeKTMBHOrO MOBTOPHOrO MCMO/b30BaHMA. B Lenom
peanusauma JUpeKTuBbl NpuBeaa K NoABAEHUIO U pas-
BuTUIO European Data Portal — ob6uieeBponeiicko MHO-
roAasblyHOM NaaTdopMbl 414 Noucka nHGopmaLmm rocy-
[apCTBEHHOrO CEKTOPa, OTKPbITON A1 NOBTOPHOFO MUC-
Nnonb30BaHWA.

B pamkax paccmaTtpvBaemoli cTpaTernu, B 4actu
NMOCTPOEHMA PbIHKA AaHHbIX B EBponeiickom cotose, CUH-
TEeTUYECKME [aHHble BCe Yalle PaccMaTpMBAlOTCA Kak
aHanor aHOHMMM3UPOBAHHbIX AAHHbIX A8 CHUNKEHUA
pUCKa HaHeceHUs ywepba npasam U UHTepecam Gpu3u-
YecKuX 1L, npu 06paboTke NnepcoHasibHbIX AaHHbIX [9],
0 yem 6onee nogpobHO M3NOXKeHO B pasgene «Henpu-
KOCHOBEHHOCTb YaCTHOM KM3HU / PUCKM HapyLleHUs
KOHPUAEHLMANBHOCTU Y.

3. Kumalii

Kutai mn3BecTeH Kak CTpaHa, KOTopas B MepByto
ouepesb ONUPAETCA Ha KOHLEMNLUIO CyBepeHUTETa AaH-
HbIX M PAaCCMaTPUBAET AaHHble KaK CTpaTerMyeckunin pe-
CypC CBOEM HaLMOHabHOM 9KOHOMMKM AaHHbIX. [paBo-
BOE peryinpoBaHuMe HauMOHa/IbHON CUCTEMbI AAHHbIX
BK/IIOYAET B CE6A TPU OCHOBHbIX AOKYMEHTA: 3aKOH O KK-
6epbesonacHoctu (Cybersecurity Law)?, 3akoH o 3awwuTte
AaHHbIX (Data Security Law)® 1 3akoH 0 3awmTe MYHON
nudopmaumu (Personal Information Protection Law)®.

C TOYKM 3peHun peryampoBaHua BonpocoB obo-
poTa AaHHbIX HauWboNblIMI WHTEpec npeacTaBAAlOT
K/toYeBbIe NONOXKEHMA 3aKOHA O 3aLmTe AaHHbIX. Obpa-
TUMCA K Hanbosiee BaXKHbIM Cpean HUX:

— Kameaopu3ayusa 0aHHbIX. [laHHble Knaccnuduum-
PYIOTCA UCXOAA U3 UX 3HAYEHUA ANA HAaUMOHaNbHOW Bes-
OnacHocTH, NybANMYHOro MHTEpeca W PasBUTUA SKOHO-
MWKKW, 4YTO MNO3BONAET MNPaBUTENbCTBY WMCMNO/b30BATb
pas/inyHble OXPaHUTE/IbHbIE PEXUMbI B 3aBUCUMOCTU OT
NX YYBCTBUTENIbHOCTU U MOTEHLMANbHOTO BAUAHUS;

— docmyn 2ocydapcmea K 0aHHbIM. B pamkax co-
XPaHEeHWUA KOHTPOAS HaZ AAHHbIMU PE3NAEHTOB CTPaHbI
NpaBuTeNbCTBO 06/1a43€T CyLLECTBEHHbIMW MNOSHOMO-
YMAMM MO AOCTYNY K 3TUM SAHHbIM, B TOM Yucie n obpa-
6aTbiBaeMbIM B YaCTHOM CEKTOPE;

— 710KaNU3ayua OOHHbLIX U 02paHUYEHUEe MpPAaHC-
2paHuyHol nepedayu. Bca 4yBCTBUTEIbHAA U KpUTUYE-
CKaa MHbOpMaLMA AOMKHbI FeHepupoBaTbca U 0bpaba-
TbIBaTbCA MO HOPUCAMKUMEN TocydapcTBa. TpaHcrpa-
HWYHasA nepegaya LoNycKaeTca TObKO NPU YCI0BUM NO-
/ly4eHUs Ha TO CNeLManbHOro paspeLleHns KOMMNeTeHT-
HOro opraHa;

— aghhekmuBHoe UCnosb308aHuUe OaHHbIX. B npo-
TMBOBEC OFPaHUYEHUAM BHEAPAOTCA WHCTPYMEHTDI
NnoAaLepKKM PasBUTUA TEXHONOMMN No 0bpaboTKe paH-
HbIX MPW YC/I0BMM, YTO OHU COOTBETCTBYHOT YCTAaHOB/IEH-
HbIM MpaBUIaM.

be3ycnoBHO, AaHHbIM 0630p He pAaeT obliero
npeacTaBieHUA 0 BO3SMOMXKHOCTM UCMNO/b30BAHNUA CUHTE-
TUYECKUX OAHHbIX, KaK U 06 UX PeryinpoBaHun u npu-
MEHEHWUW B LLeNAX FrOCYyAapCTBEHHOMO YNPaBAeHUA, O4-
HaKo nossosnseT chopmmposaTb obLiee NOHMMaHKe cy-
LLECTBYHOLLMX TEHAEHLMI B MPAaBOBOM PEry/IMPOBAHUN U
WX HaNpaB/AIeHHOCTW B AaHHOM chepe.

CTOUT OTMETUTb U TO, YTO TaKOe HamnpaBAEHWUE rocy-
[ApPCTBEHHOW NOAUTUKM eMOHCTPUPYET co3aaHue eau-
HOro noaxoAa K 06paboTke MpPaBUTENbCTBEHHBIX AaH-
HbIX U UX MHTErPaLMM B eAnHble 03epa AaHHbIX. B yacT-
HocTu, B 2022 rogy 6bl10 aHOHCMpPOBaHO co3aaHme UH-
TErpMpoOBaHHOM TOCYAAPCTBEHHOM CUCTEMbI HOMbLINX
OaHHbIX (Integrated Government Big Data

! Directive (EU) 2019/1024 of the European Parliament and of the Council of 20 June 2019 on open data and the reuse of public sector
information. URL: https://eur-lex.europa.eu/legal-content/EN/TXT/?uri=uriserv:0J.L_.2019.172.01.0056.01.ENG.

2Cybersecurity Law of the People’s Republic of China (unofficial translation). URL: https://www.dataguidance.com/
sites/default/files/en_cybersecurity_law_of_the_peoples_republic_of _china_1.pdf.

3 Data Security Law of the People's Republic of China. URL: http://en.npc.gov.cn.cdurl.cn/2021-06/10/c_689311.htm.

4Personal Information Protection Law of the People's Republic of China (Adopted at the 30th Meeting of the Standing Committee of
the Thirteenth National People's Congress on August 20, 2021). URL: http://en.npc.gov.cn.cdurl.cn/2021-12/29/c_694559.htm.

-530-

Martynov A. V., Shireeva E. V.

[] technologies to avoid infringing on intellectual
property rights;

[]generative Al cannot be utilized to create legally
binding documents;

[]generative Al should not be utilized for critical
and time-sensitive processes.

The EU Artificial Intelligence Act includes several
critical regulations governing the use of Al in public ad-
ministration, particularly concerning the special labeling
of both the results generated by Al and instances of in-
teraction between citizens and Al when accessing public
services.

The Data Act also introduced significant changes to
the regulation of data processing within the EU. In par-
ticular, the document grants authorities the right to ac-
cess data collected and stored by private sector entities
under specific conditions during public emergency situ-
ations.

Another significant document that actively shapes
the development of the EU data market is the Open
Data Directive®. This directive clearly establishes that it
is necessary to disclose information collected by gov-
ernment authorities across six thematic categories: ge-
ospatial datasets; earth observation and environment;
meteorological data; statistics; companies and com-
pany ownership data; mobility. The datasets must be
made available free of charge, in machine-readable
formats, and through APIs to facilitate their effective
re-use. In general, the implementation of the Directive
resulted in the emergence and development of the Eu-
ropean Data Portal — a pan-European multilingual plat-
form for searching public-sector information that is
open for reuse.

In the considered strategy, in its part regarding
the development of a data market in the EU, synthetic
data is increasingly viewed as an alternative to anony-
mized data. This approach aims to mitigate the risk of
infringing on the rights and interests of individuals
when processing personal data [9], as elaborated in
greater detail in the section titled ‘Privacy / Confiden-
tiality Risks’.

3. China
China is widely recognized as a country that em-

phasizes the concept of data sovereignty, viewing data
as a strategic resource within its national data economy.
The legal framework governing the national data system
comprises three main documents: the Cybersecurity
Law?, the Data Security Law3, and the Personal Infor-
mation Protection Law*.

From the perspective of regulating data circulation
issues, the key provisions of data security law are of ut-
most importance. Below are listed the most significant
of them:

[]categorization of data. Data is classified based
on its importance for national security, public interest,
and economic development, which allows the govern-
ment to use various protective regimes depending on its
sensitivity and potential impact;

[1government access to data. In order to retain
control over data of the country’s residents, the govern-
ment has significant powers to access this data, includ-
ing data processed in the private sector);

[ localization of data and restriction of cross-bor-
der transfer. All sensitive and critical information must
be generated and processed under the jurisdiction of
the state. Cross-border transfer is allowed only if a spe-
cial permit from the competent authority is obtained;

[ efficient use of data. As opposed to restrictions,
tools are being introduced to support the development
of data processing technologies, provided that they
comply with the established rules).

Certainly, this brief presentation does not offer a
comprehensive overview of the potential uses of syn-
thetic data, nor does it address its regulation and appli-
cation for public administration purposes. However, it
does provide a general understanding of the current
trends in their legal regulation.

It is also important to note that recent initiatives
demonstrate the establishment of a unified approach to
government data processing and its integration into
consolidated data lakes. In particular, the announce-
ment of the Integrated Government Big Data System

! Directive (EU) 2019/1024 of the European Parliament and of the Council of 20 June 2019 on open data and the reuse of public sector
information. Available at: https://eur -lex.europa.eu/legal-content/EN/TXT/?uri=uriserv:0J.L_.2019.172.01.0056.01.ENG

2 Cybersecurity Law of the People’s Republic of China (unofficial translation). DataGuidance [website]. Available at:
https://www.dataguidance.com/sites/default/files/en_cybersecurity_law_of_the_peoples_republic_of_china_1.pdf.

3 Data Security Law of the People's Republic of China. The National People's Congress of the People's Republic of China [website].
Available at: http://en.npc.gov.cn.cdurl.cn/2021-06/10/c_689311.htm

4 Personal Information Protection Law of the People's Republic of China the National People's Congress of the People's Republic of
China (adopted at the 30th Meeting of the Standing Committee of the Thirteenth National People's Congress on August 20, 2021).
Available at: http://en.npc.gov.cn.cdurl .cn/2021-12/29/c_694559.htm
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llpasosbie u Npakmu4yecKue 80MpPOChI UCMOAb308AHUA CUHMEMUYECKUX OGHHbIX...

System)l. 3Ta cucTema BK/AOYaeT TpM Tvna NnaTGopm:
HaLMOHaNbHYO naatdopmy 60abLLINX AaHHBIX ANA FOCY-
[ApCTBEHHbIX BOMPOCOB (FNaBHbIM LEHTP ynpaBaeHus
OAHHbIMW AN NPaBUTeNbCTBEHHbIX onepaumii B Kutae),
nnathopmy Ha ypoBHe NpoBMHLMI (OxBaTbiBaeT 31 npo-
BMHLMIO, AaBTOHOMHbIA pPalioH M MyHULMNANUTET) WU
nnatGopmy AaHHbIX AAA FOCYAAPCTBEHHbIX BOMPOCOB
COOTBETCTBYIOLWMX AenapTameHToB [occoBeTa.

My6nunuHble 03epa gaHHbIX (LMdpoBbie o3epa)
B Poccumn

1. Qugpposaa aHanumuveckasa naamgpopma

B 2019 roay 6b1710 OTMEYEHO, YTO MHOTUE UCNOb-
3yemble ToCyAapCTBEHHbIMU OpPraHaMm WHCTPYMEHTbI
ANA CTaTUCTUYECKMX UCCNELOBaHMI HECOBEPLUEHHDI, B
CBA3M C YeM B MeTogMKax, popmaTtax M MOKasaTensx
Hab1t04at0TCA PA3HOUTEHMSA, KOTOPbIE BEAYT K pasHuue
B MHTepnpeTauuax. 3Ty Nnpobaemy MOXKHO peLlunTb, ne-
peBeas CTaTUCTUYECKMIT yueT B undpoBoit popmat?.

HaumoHanbHaa nporpamma «Lindpposasa skoHo-
MUKa Poccuiickon depepaummn» BKAOYAeT B ceba de-
AepanbHbii  NpoeKkT «LudpoBoe rocymapcrTseHHoe
ynpasneHue», npeaycMaTpmuBatoWwmii co3gaHme Haum-
OHa/NIbHOWM CUCTEMbI YNpPaBAEHUA AaHHbIMU, OAHUM U3
KOMMOHEHTOB KOTOPOM AO/IXKHA CTaTb NAaTdopma AaH-
HbiX. Mpeanonaraetca, yto naatdopma byaeTt copep-
YKaTb TaKMe 3/IeMEHTbI, KaK: HaUWOHa/bHasA cucTemMa
ynpaBaeHUs AaHHbIMU; eAUHbIA FOCYAaPCTBEHHbIN pe-
€CcTp 3anucen aKTOB rParKAAHCKOro COCTOSIHWA; eau-
HbI PpeaepanbHbIi MHPOPMALIMOHHbIN pecypc, BbUpa-
oW cBeaeHUA o HaceneHun Poccuitckolt depepa-
unu; depepanbHaa rocyfapcTBeHHaa UHPOPMaLMOH-
Haa cuctema «EAMHAA cuctema HOPMATMBHOM crpa-
BOYHOW MHOPMALUNY.

Co3pgaHue nnatdopmbl ByaeT ocywecTBAATLCA Ha
6ase degepanbHON CNyKbObl rocyaapCcTBEHHOM CTaTu-
CTMKM, KOTOPOW NPeacTOUT BbINOAHATb GYHKLMK ee one-
patopa. B 2022 roay BCTYNUAO B CUNY COOTBETCTBYHOLLEE
MocTaHOB/IEHWE O FOCYAAPCTBEHHON MHOOPMALMOHHOM
cucteme  «Uundposas  aHanuTuyeckaa nnatdopma
NpeAoCcTaBAeHNA CTaTUCTUHECKMX AaHHbIX» S,

Cuctema obecneymBaeT BbINONHEHME CAeayOWMNX
YHKUNI:

— LieHTPaIM30BaHHbIN cbop, XxpaHeHMe, 0bpaboTka
M npegocTtasiaeHne MHGOPMALLMU CUCTEMDI;

— dopmupoBaHMe U BeAeHWE enMHOro peectpa
06BEKTOB CTAaTUCTUYECKOTO HabAoaeHNR;

— dopmupoBaHMe U BefeHWe enuMHOro peectpa
bopMm cTaTUCTMUECKOro HabloAEeHNA U CTAaTUCTUYECKUX
nokasarteneu;

— popmupoBaHue, BeAeHUE U MOHUTOPUHT BbIMNOA-
HeHuA PesepanbHOro NiaHa CTaTUCTUYECKUX paborT;

—3awmTa mHdopmaummn cuctembl, obecneyeHue
LLe/IOCTHOCTU M AOCTYNHOCTU 0bpabaTbiBaemoit B Hell
MHbopmauuu;

— [OCTYN K CBEAEHUAM, COAEPKALLMMCSA B CUCTEME,
npenocTaBieHNe TakMUX CBeAEeHUI B SNEKTPOHHOM BUAE,
a Takxke GoOpMMpPOBaHME aHAIMTUYECKMX OTYETOB Ha OC-
HoBe MHbOPMALMUN CUCTEMDI;

— UHPOPMALIMOHHOE B3aMMOLENCTBME CUCTEMDI C
MHOOPMALMOHHBIMU CUCTEMAMMU CYOBEKTOB CUCTEMBI,
NnoNb30BaTeNel CUCTEMbI, @ TaKXKe C UHbIMU MHbOPMa-
LLMOHHbIMW CUCTEMAMU;

— pa3paboTKka (KOpPPEeKTMPOBKa), cornacoBaHue M
yTBEP)KAEHNE METOAMK pacyeTa MokasaTesnei Hauumo-
Ha/IbHbIX MPOEKTOB (MPOrpamm), rocyAapCTBEHHbIX MPO-
rpamm Poccuiickon degepaunm n nx CTPYKTYPHbIX d/1e-
MEHTOB;

— pacyeT 3HaYeHW MnokasaTesneil HaLMOHANbHbIX
NPOEeKTOB (Mporpamm), rocyfapCTBEHHbIX MPOrpamm
Poccuiickoit ®epepaLnn u UX CTPYKTYPHbIX 3N1EMEHTOB,
aHaNN3 OOCTUMKEHMA MAAHOBbLIX 3HAYEHWI YKa3aHHbIX
nokasartenen.

Cuctema aBnseTcs ob6LLen0CTYNHOM, 32 UCKAOYe-
HUEM MHbOPMALLMK, AOCTYN K KOTOPOM OrpaHUYeH 3aKo-
HoAaTenbcTBOM Poccuiickoit depepaunn.

B 2024 roay 6biln NPUHAT 3aKOH O UMPPOBOI NaaT-
bopMme CTaTUCTUYECKUX AaHHbIX?. [LOKyMeHT pa3paboTaH B
LLeNAX CHUXKEHWUA OTYETHOM HArpy3kM Ha CyObeKTbl Maioro
npeanpuHMMaTeNnbCTBa, onTMmmnsaumm ¢Gopm M BUAOB
npeaocTaBAAeMOn UMW OTYETHOCTH, a TaK»Ke NpeaoTspa-
LeHMs ee Ay6IMPOBAHUA Pa3IMYHbIMU BELAOMCTBAMM.

2. HayuoHanvHas cucmema ynpasneHus

daHHbIMU (HCY/)

PeweHunem Mpasutenbctea PO B8 2019 rogy 6biim
yTBepxAeHbl KoHuenuma co3ganna u GyHKLMOHMpPOBa-
HMA HaLMOHANIbHOM CMCTEMbI YNpPaBAeHUA OAHHbIMU U
MnaH meponpuATUiA («A0POXKHAsA KapTa») No co3aaHuio
HAUMOHANbHOW CUCTEMbI YMNPaBAEHUA [AAHHBIMW Ha
2019-2021 roapbl°.

Legal and Practical Issues of Synthetic Data...

in 2022 marked a significant development. This system
comprises three types of platforms: the national big data
platform for government affairs (the central data man-
agement center for government operations in China);
the provincial-level platform (covering 31 provinces, au-
tonomous regions, and municipalities), and the govern-
ment affairs data platform for the relevant departments
of the State Council.

Public Data Lakes in Russia

1. National Analytical Platform

In 2019, it was observed that many tools utilized by
government agencies for statistical research were
flawed, this resulting in discrepancies in the methods,
formats, and indicators, which, in turn, could lead to
misinterpretation. It was suggested to address this issue
by converting statistical accounting to a digital format2.

The national program ‘Digital Economy of the Rus-
sian Federation’ includes the federal project ‘Digital
Public Administration’, which aims to establish a na-
tional data management system. One of the key compo-
nents of this system is a data platform. It is anticipated
that the platform will incorporate several elements, in-
cluding the national data management system; the uni-
fied state register of civil status records; the unified fed-
eral information resource containing data about the
population of the Russian Federation; and the federal
state information system ‘Unified System of Normative
Reference Information’.

The platform will be established based on the Fed-
eral State Statistics Service, which will act as its operator
and integrator. In 2022, the relevant Re gulation on the
state information system ‘Digital Analytical Platform for
Providing Statistical Data’ entered into force 3.

The system is intended to perform the following
functions:

[l centralized collection, storage, processing, and
provision of data;

[ formation and maintenance of a unified register
of statistical observation;

[ formation and maintenance of a unified register
of the forms of statistical observation and statistical in-
dicators;

[ formation, maintenance, and monitoring of the
implementation of the Federal Statistical Works Plan;

[l protection of information, ensuring of the integ-
rity and accessibility of the information processed in the
system;

[Jaccess to information stored in the system, pro-
vision of this information in electronic form, generation
of analytical reports based on the system’s data;

[Jinformation interaction of the system with the in-
formation systems of its users, including state and munici-
pal bodies, agencies, and with other information systems;

] development (correction), coordination, and ap-
proval of calculation methods for indicators of national
projects (programs), state programs of the Russian Fed-
eration, and their structural elements;

[Jcalculation of the values of indicators for na-
tional projects (programs) and state programs of the
Russian Federation, along with their structural ele-
ments, analysis of the achievement of the values
planned for these indicators.

The system is publicly accessible, except for infor-
mation the access to which is restricted by the legisla-
tion of the Russian Federation.

In 2024, the digital statistical data platform was of-
ficially introduced by law®. The document was devel-
oped to alleviate the reporting burden on small busi-
nesses, optimize the forms and types of data reporting
required from them, and prevent the duplication of re-
guests made by various public agencies and bodies.

2. National Data Management System (NDMS)

The Government of the Russian Federation
adopted the Concept of the Creation and Operation of
the National Data Management System, along with the
Action Plan (Roadmap) for the Creation of the National
Data Management System for 2019-2021, in 2019 (here-
inafter referred to as the Concept)®.

! China to build integrated govt big data system. The State Council of Public Republic of China [website]. Available at: https://eng-
lish.www.gov.cn/policies/latestreleases/202210/28/content_WS635b9af9c6d0a757729e1e00.html
2 The government has approved the digitalization of statistics collection for an objective picture of the economy. CNews. Available

1China to Build Integrated Govt Big Data System. URL: https://english.www.gov.cn/policies/latestreleases/202210/28/content_
WS635b9af9c6d0a757729e1e00.html.

2 KoHuenuma cozgaHna undpoBoi aHanUTUYeCKoW NaaThopMbl NPeAoCcTaBeHUA CTaTUCTUYECKMX AaHHbIX: YTB. PacnopsasKeHuem
MpasuTensctea Poc. ®eaepaunn ot 17 gek. 2019 r. Ne 3074-p. URL: http://static.government.ru/media/files/4YejV8mvcCSeG-
WTg 2kXprmthtNbWyfrU.pdf.

30 rocyaapcTBeHHO MHDOPMaLMOHHOI cucTeme «Llndposas aHaauTuueckasa nnatbopma NpefocTaBAeHMA CTaTUCTMUYECKMX AaH-
Hbix»: MocTaHoBneHue [pasutenbctBa Poc. ®Pegepauumn ot 22 wuoHa 2021r. Ne 956. URL: http://government.ru/docs/
all/135122/.

40 BHECEHWM M3MEHEHMIA B CTaTbio 5 DeaepanbHOro 3akoHa «O pa3BUTUKM Masoro 1 CpeAHEero npeanpuH1UMaTensCTsa B Poccuitckon
Pepepaymmn» n dGepepanbHbliit 3aKoH «06 odUUMANbHOM CTAaTUCTUYECKOM YYETE U CUCTEME FOCYAaPCTBEHHOW CTAaTUCTUKM B Poc-
cuiickont depepaummy»: Gegep. 3akoH ot 22 uonsa 2024 r. Ne 206-®3 (pea. ot 23 man 2025 r.) // Cobp. 3akoHoaaTtenbcTsa Poc.
depepaumn. 2024. Ne 31, ct. 4466.

5 KoHuenuma co3gaHnsa n pyHKLMOHMPOBAHMA HaLMOHANIbHOM CUCTEMbI YNIPaBAEHMA AaHHbIMM U 1aH MeponpuaTuii («40poXKHan
KapTa») No CO34aHMI0 HALMOHAbHOW CUCTEMBI YNPaBieHNa AaHHbIMM Ha 2019-2021 rogbl: yTB. pacnopsaxkeHvem MNpaBuTenbCTea
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at: https://www.cnews.ru/news/top/2019-12-23 vlasti_utverdili_kontseptsiyu?ysclid=m7qvw2wdaa222415517. [B pycckoasbly-
HOM Bepcum pa3HoboOM, BblaeieH, BO3MOXKHO TpebyeT nposepkn Shmyrova V. The government has approved the digitalization of
statistics collection for an objective picture of the economy. Available at: https://www.cnews.ru/news/top/2019 -12-23_vlasti_ut-
verdili_kontseptsiyu. ??? or the Concept of creating a digital analytical platform for the provision of statistical data: Approved by
the decree of the Government of the Russian Federation No. 3074-r of December 17, 2019. Available at: http://static.govern-
ment.ru/media/files/4YejV 8mvcCSeGWTg2kXprmthtNbWyfrU.pdf.]

3'0On the State Information System ‘Digital Analytical Platform for Providing Statistical Data’: Decree of the Government of th e Russian
Federation No. 956 of June 22, 2021. Available at: http://government.ru/docs/all/1351 22/.

4'0n the Introduction of Amendments to Article 5 of the Federal Law ‘On the Development of Small and Medium-Sized Entrepre-
neurship in the Russian Federation” and the Federal Law ‘On Official Statistical Accounting and the State Statistics System i n the
Russian Federation”: Federal Law No. 206-FZ of July 22, 2024 (as of May 23, 2025). Collection of Legislative Acts of the Russian
Federation. 2024. No. 31. Art. 4466.

5> The Concept of the Creation and Operation of the National Data Management System and the Action Plan (Roadmap) for the Crea-
tion of the National Data Management System for 2019-2021: approved by Order of the Government of the Russian Federation
No. 1189-r of June 3, 2019 (as of May 14, 2021). Available at: http://static.government.ru/media/files/jYh27VIwiZs
44qa0IXJIZCa3uu7qglzl.pdf
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Moa, HaLMOHANbHOM CUCTEMOM yNpaBAeHUsa AaH-
HbIMM MOHMMAETCA CUCTEMA, COCTOALWAA U3 B3aUMO-
CBA3AHHbIX 31€MEHTOB WMHPOPMALNOHHO-TEXHONOIU-
Yeckoro, OpPraHM3auUMOHHOrO, METOLO0N0MMYECKOrO,
KagpoBOro M HOPMATMBHO-NPABOBOro XapakTepa W
obecneynBatoWwan AOCTUNKEHME LLeNEN U BbINONHEHMWE
3afa4y, 06o3HaveHHbIX B KoHuenumu. Mpu aTom rocy-
[apCTBEHHBIMU JaHHbIMU ABAAIOTCA CBeL,eHUA, coaep-
)awmeca B UHGOPMALMOHHBIX pecypcax opraHoB 1 op-
raHM3aumi rocy[apCTBEHHOIO CEKTOPA, a TaKXKe B UH-
bopMaLMOHHbIX pecypcax, CO34aHHbIX B LenAx peanu-
3aLMKN NOSIHOMOYMI OPraHOB M OpraHM3aLnin rocyaap-
CTBEHHOrO CEKTOpA.

MonoxeHns KoHUENUMM TaKkKe pacnpocTpaHs-
I0TCA Ha MHObOpMaLMIO, He ABNAKOLWYCA rocyaap-
CTBEHHbIMW AaHHbIMW, NPU ee NPefoCTaBNEeHUN ANsA
BK/IIOYEHUA B MHOOPMALMOHHbIE pecypcbl OPraHoB U
OpraHuM3aumii rocy4apcTBEHHOIO CEKTOPA, A TaKXKe npwm
€e y4acTum B MUHPOPMALMOHHOM OBMEHE MexAay opra-
HaMM 1 OpraHM3aunAMM rocyAapCcTBEHHONO CeKTopa ¢
ydyeTtom TpeboBaHMI 3aKoHOAATenbcTBa Poccuiickon
depepaymm B 4acTn cobNtOAEHUA NPAB U 3aKOHHbIX UH-
TepecoB BAafeNbLEB AAHHbIX, HE ABAAIOLWMXCA rOCY-
[apCTBEHHBIMU AAHHBIMM, @ TaKXKe COBN0AEHUA NPUH-
LMMNOB HEBMELLATENbCTBA B MX XO3AWCTBEHHYHD Aef-
TEeNbHOCTb.

B cuctemy BXogAaT crieaytolime B3aMMOCBA3aHHbIE
3N1EMEHTbI:

1) COBOKYNHOCTb HOPMATMBHbIX NPaBOBbIX, Opra-
HW3aLMOHHbIX, METOA0/IOTMYECKMX NPABWU U NpoLeayp,
PEryanpyoLWnMX OTHOLIEHUA OPraHOB W OpraHusauumi
roCy4apCTBEHHOMO CEKTOpPa, pUAMYECKUX U duU3nYe-
CKMX L, B chepe ynpasieHUs rocysapCTBEHHbIMU AaH-
HbIMM, @ TaKKe obecneynBatoLLMX AeATeNbHOCTb y4acT-
HWUKOB CUCTEMDbI;

2) bepepanbHan rocyfapcTBeHHasa MHPOPMaLMOH-
Has cuctema «EamHas nHbOpmaLMOHHaA nnatdopma
HaUMOHAIbHOWM CUCTEMbI YNPAaBAEHUA AAHHBIMWU» U UHbIE
MHPOPMALLMOHHO-TEXHOIOTNYECKME INEMEHTbI CUCTEMbI;

3) umdpoBan aHanUTUYecKasa nnatdopma npeno-
CTaBAEHUA CTaTUCTUYECKMX AAHHBIX.

O6paboTKka CBeAEHWUI, COCTAaBAAIOLLNX rocyaap-
CTBEHHYIO TaWHy, B €4UHOM WHPOPMALMOHHOW MnaT-
dbopme He ponyckaetcsa. McuyepnbiBatolwmii nepeyeHb
CBeZleHUI OrpaHMYeHHOro A0CTyNa, AOCTYN K KOTOPbIM
npeaocTaBAAeTcs NocpeacTBOM eauHON MHbopMaum-
OHHOWM NnaTdopPMbl, ONpPeaenseTca B COOTBETCTBMM C 3a-
KoHoZaTenbctBOM Poccuiickoit ®epepaunm.

B 2021 roay MNoctaHoBneHnem [Mpasutenbctsa PO
yTBEpPKAEHO MNonoxeHue o pesepanbHON rocysapcTeeH-
HOW MHbOPMALMOHHOM cucteme «EauHaa MHPopmaum-
OHHaA NnaTdopma HaLMOHaIbHOM CUCTEMBI YIPABAEHNA

AaHHbIMMY (ganee — HCYA)!. HCY/ «BxoanT B UHbpa-
CTPYKTYpy, obecrneumnsatoyto MHGOPMALLMOHHO-TEXHO-
normyeckoe B3aummogencTeme MHOOPMALMOHHBIX CU-
CTeM, UCMNONb3yeMbIX AAA NpefocTaBieHuA rocyaap-
CTBEHHbIX U MYHULMNANbHbIX YCAYT U UCNONHEHUA FOCY-
[APCTBEHHbIX U MYHULMNANbHbIX QYHKLMUIA B SNEKTPOH-
Hol dopMme, 1 co3aaeTca B Lenax nosblweHna spdek-
TUBHOCTM OBMEHa M MUCMONb30BaHMA FOCYAAPCTBEHHbIX
OaHHbIX ANA NPefoCcTaBAeHNA roCyAapCTBEHHbIX U My-
HULMNANbHBIX YCAYT U UCMONHEHUA TOCYAAPCTBEHHbIX U
MYHULMNANbHBbIX GYHKUWIN B 3/1EKTPOHHON dopme wn
MHbIX AaHHbIX» (M. 3).

HCY/[l npeaHasHavyeHa 4NA pelleHnA cnepyroumx
3ajauv:

— CUCTEMATM3ALNA TOCYAAPCTBEHHbIX AAHHbIX;

— dopmupoBaHNE N BeaeHUE MOAeNel rocypap-
CTBEHHbIX OAHHbIX;

— dpopmupoBaHMe n BeaeHMe peecTpa MHOOpPMA-
LMOHHbIX PECYpCOB;

— aBTOMaTM3aLMA MPOLLECCOB YMPaBAEHUA TOCy-
[APCTBEHHBIMUW AAHHbBIMU;

— obecrneyeHne KOHTPOA KaYecTBa rocyaapCcTBeH-
HbIX AAHHbIX;

—obecrneyeHne cbopa, 06pPabOTKM, XpaHeHus,
npefocTaBNeHUA, BM3yaansauuMmM U aHanusa rocygap-
CTBEHHbIX AaHHbIX U3 MHOOPMALIMOHHbIX CUCTEM Opra-
HOB M OpraHu3aLmii rocyaapCTBEHHOIO CEKTOPa U UHbIX
OAHHbIX;

— popmupoBaHMe maTpuLbl 4OCTyNa.

YyactHukamu HCY/] aBnA0TCA opraHbl M OpraHmsa-
LM roCyLapCTBEHHOIO CEKTOPA, A TaKKe MHble OpraHu-
3aunn, 4o MHOOPMALLMOHHbBIE CUCTEMbI Y4YacTBYIOT B
NHPOPMALLMOHHOM 0BMeHe NocpPeaCcTBOM CUCTEMbI B3a-
nmopencteua. OpraHbl U OpraHM3aLMn rocysapcTs eH-
HOrO CEKTOPa BbICTYNatoT B po/iv obnasatenen rocysap-
CTBEHHbIX J@aHHbIX U NO/Ab30BaTENEeN roCcyAapCTBEHHbIX
OaHHbIX. MHble opraHusaumm, UCnob3yoLlmne cuctemy
B3aMMOZENCTBMA, BbICTYNAOT B KayecTse Mosib3oBaTe-
el rocyapCTBEHHbIX AaHHbIX.

Ba)KHO oTmMeTuTb, YTO yrKe ceiyac HCY/[, npepno-
CTaBAAeT Mo 3anpocy Habopbl AaHHbIX A5 UCKYCCTBEH-
HOTrO MHTeNNEeKTa (pacno3HaBaHMe TaKCcK Ha M30bpake-
HUWAX, aBTOTPAHCMOPTHbIX CPeACTB Ha OCHOBE AAHHbIX
BMNJ/IA-cbeMKK; AeTeKuMA M3HOCa M NOBPEXAEeHUN no-
BEPXHOCTU JOPOKHOIO NOKPbLITUA; pacno3HaBaHWe pas-
JINYHBIX TPAHCMOPTHbIX CPEACTB ANA Lenein onpeaene-
HWA BbIBPOCOB 3arpA3HAOLLMX BELWECTB B aTMOCHEPHbIN
BO34yX OT NepenBuKHbIX UCTOYHUKOB A5 NPOBeAEeHMUA
CBOAHbIX pacyeToB 3arpA3HeHuA aTmocdepHoro BO3-
AyXa; pacnosHaBaHuWe O6LLEeCTBEHHOro TpaHCMopTa Ha
ns3obpaxkeHuax (aBTobycbl, TpamBau, Tpoanenbycol) u
MHoOroe apyroe).

Poc. ®epepauum ot 3 uioHa 2019r. Ne 1189-p (pea. ot 14 mas 2021r.). URL: http://static.government.ru/media/files/

jYh27VIwiZs44qa0IXJIZCa3uu7qqlzl.pdf.

106 yTBepaeHUMn MonoxkeHna o deaepanbHOR rocyaapcTBeHHON MHPOPMaLMOHHONM cucteme «EamHas nHdopmaLmMoHHas nnat-
dopma HaLMOHaNbHOW CUCTEMbI YNpaBaeHUA AaHHbIMU»: MocTaHoBneHue lMpasutenbctea Poc. ®egepaumm ot 14 masa 2021r.
Ne 733 (B pea. ot 28 Hoabpsa 2024 r.). URL: http://static.government.ru/media/files/UN7KKWcK3TgpjAmRcaTzZRWUZezblQQWH.pdf.
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The national data management system (herein-
after also referred to as the NDMS) is defined as a
framework comprising interrelated components of an
information-technology, organizational, methodolog-
ical, personnel-related, and regulatory nature and en-
suring the achievement of the goals and objectives
outlined in the Concept. Government data is under-
stood to mean information contained in the infor-
mation resources of public sector bodies and organi-
zations as well as in the information resources cre-
ated to facilitate performance by these entities of
their functions.

The provisions of the Concept also apply to infor-
mation that is not inherently government data when it
is specifically designated for inclusion in the information
resources of public sector bodies and organizations. This
includes instances where the information is part of an
exchange between public sector entities, ensuring the
protection of the rights and legitimate interests of its
original owners — private individuals or companies —
while also safeguarding against inte rference in their eco-
nomic activities.

The system comprises the following interrelated el-
ements:

1) a set of regulatory, legal, organizational, and
methodological rules and procedures governing the re-
lationships among the public sector bodies, organiza-
tions, legal entities, and individuals in the realm of gov-
ernment data management, and also ensuring the effec-
tive functioning of the system’s participants.

2) the federal state information system ‘Unified In-
formation Platform of the National Data Management
System’ and other information-technology components
of the system;

3) a digital analytical platform for delivering statis-
tical data.

The system cannot be used for processing state se-
crets. An exhaustive list of restricted access information,
which is stored and provided by the platform, is deter-
mined in accordance with the legislation of the Russian
Federation.

In 2021, the government adopted the Regulation
on the federal state information system ‘Unified In-

formation Platform of the National Data Management

System’!. According to its provisions, the NDMS is an
integral part of the infrastructure that facilitates the
information and technological interaction of infor-
mation systems used to deliver state and municipal
services and to perform state and municipal functions
in electronic form; it is created to enhance the effi-
ciency of state data exchange and utilization for the
provision of state and municipal services and the ex-
ecution of state and municipal functions electroni-
cally (Item 3).

The NDMS is intended to perform the following
tasks:

[1systematization of government data;

[1formation and maintenance of government data
models;

[1formation and maintenance of a register of infor-
mation resources;

[1automation of government data management
processes;

[1ensuring the quality control of government data;

[1 ensuring the collection, processing, storage, pro-
vision, visualization, and analysis of government data
obtained from the information systems of public sector
bodies, organizations, and other data sources;

[1formation of an access matrix.

The NDMS participants include public sector
bodies and organizations as well as other entities
whose information systems are engaged in infor-
mation exchange through the interaction system. The
public sector bodies and organizations serve as both
holders and users of government data, while other or-
ganizations utilizing the NDMS function solely as us-
ers of state data.

Importantly, it is already the case that the NDMS
can provide datasets for Al processing upon request.
These datasets are used for the recognition of taxis in
images, identification of vehicles based on UAV survey
data, detection of road wear and damage to road sur-
faces, recognition of various vehicles for assessing emis-
sions of pollutants from mobile sources for atmospheric
air pollution calculations, identification of public
transport (buses, trams, trolleybuses) in images, and for

many other applications.

1'0On Approval of the Regulation on the Federal State Information System ‘The Unified Information Platform of the National Dat a
Management System’: Decree of the Government of the Russian Federation No. 733 of May 14, 2021 (as of November 28, 2024).
Available at: http://static.government.ru/media/files/UN7KKWcK3TgpjAmRcaTzRWUZezblQQWH.pdf
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3. Lugpposoe o3epo obeznuveHHbIX

nepcoHanbHbIX OAHHbLIX

B 2024 rogy ®enepanbHbiM 3aKOHOM OT 8 aBrycrta
2024 r. Ne 233-d3 6b11M BHeCEHbI M3MeHeHuA B Pepe-
panbHbI 3aKOoH «O MepcoHaNbHbIX AaHHbIX» U Pepe-
panbHbIM 3aKOH «O NpoBeAEHUN IKCNEePUMEHTA MO YCTa-
HOBJIEHUIO CNEeLNaNbHOro PeryinmpoBaHnA B Lensax co-
34aHUA HeobXoAMMbIX YCNOBUA ANA pa3paboTkn u
BHEZPEHUA TEXHONOIMIA UCKYCCTBEHHOTO MHTE//IEKTA B
cybbekTe Poccuiickolt Pepepaumnn —ropoge peaepasnb-
HOro 3HayeHna MOCKBe U BHECEHUU U3MEHEHUI B CTa-
T 6 M 10 PepepanbHoro 3akoHa “O MepCcoHasNbHbIX
fAaHHbIX”»1. 3aKoH HanpasneH Ha obecnedyeHmne 6naro-
NPUATHbIX NPaBOBbIX YCNAOBUIA Ana cbopa, XxpaHeHUa u
06paboTKM AAHHbIX C UICNO/b30BAHNEM HOBbIX TEXHO/O-
rmii n Bctynun B cuny 1 ceHtabpa 2025 r. MNpuHaTue 3a-
KOHa NPW3BaHO CYLLECTBEHHO NOBbICUTb IPPEKTUBHOCTD
cUCTEMbI 3aWMUTbl NPaB CyOBEKTOB NePCOHANbHbIX AaH-
HbIX, @ TaKXKe NPefoCcTaBUTb UM NPaBO Ha UCNO/b30Ba-
HWe meTogonormyeckon 6asbl No obesnnumBaHuo nep-
COHa/IbHbIX AAHHbIX U UX Nepesady B CneLmanbHyo rocy-
[APCTBEHHY0 MHopMaLMoHHyo cuctemy (TMUC) ans
nocneAyoLwero Ncnosb30BaHMA.

3aKOH O NepCcoHasIbHbIX AaHHbIX? [OMNONHEH HO-
BbIMW MOJIOKEHUAMM, NPEeLyCMATPUBAOLLMMK Npeso-
CTaB/feHWe onepaTopamm NepcoHanbHbIX AaHHbIX (MAH)
no TpeboBaHMio MuHUMdpPbl 06E3NNYEHHbIX MNepco-
HaNbHbIX AAHHbIX B rOCYAAapPCTBEHHYIO WMHPOPMaLMOH-
HYIO CMCTEMY MUHUCTEPCTBA, KOTOPYLO onpegenut lNpa-
BUTENbCTBO PP. B cooTBeTCTBYIOWEM TpEbOBaHMM byaeT
YKa3bIBaTbCs NepeyeHb AaHHbIX, KOTOpble HE0HX0AMMO
nepesatb, a TAKXe CPOKM UX npepoctasneHuAa. MuH-
Lunopbl byaet GopmMpoBaTh U3 06€3/IMYEHHDBIX AAHHbIX,
CrPYNMMPOBaHHbIX MO oOnpeaeseHHOMY MPU3HAKY,
Habopbl NepcoHaNbHbIX AaHHbIX.

[Mpw 3TOM yCTaHOB/IEHO, YTO:

— popmuposaHme HabopoB AaHHbIX OyaeT ocy-
wecTBnATbcA MUHLUMPPLI UCKAIOYUTENBHO B CAy4YasX,
KoTopble onpeaenuT MpasuTtenscTso PO;

— popmupoBaHme HabopoB AAHHbIX U3 cneumanb-
HbIX KaTeropuii NePCOHasbHbIX AaHHbIX (€CTb UCKKOYe-
HUWE) N BUOMETPUYECKUX NEPCOHANbHbIX AAHHbIX HE 40-
nyckaeTcs;

— [OCTYN K AaTa-ceTam byeT NponCXOaUTb UCKIHOUM-
TE/IbHO B PaMKaxX 3aKPbITOTO KOHTypa rocyAapCTBEHHOM

MHDOPMALIMOHHON CUCTEMBI, «BbIHECTUY UX U3 Hee By-
AeT HEBO3MOMKHO;

— [JocTyn K cGopMMPOBAHHBIM AaTa-CeTaM Nob30-
BaTenei N’MC —rocyaapcTBEHHbIX U MYHULMNANbHbIX Op-
raHoOB M NOABELOMCTBEHHbIX MM OpraHM3aLunii, OpraHos
rocyAapcTBeHHbIX BHEOOAKETHbIX GOHA0B; rparkaaH
P® 1 pocCUMIMCKUX IOPUANYECKUX UL, CBEAEHUA O KOTO-
pbiX BHECEHbI B pEECTp ONepaTopoB NepCcoHanbHbIX AaH-
HbIX M KOTOpble COOTBETCTBYIOT paay TpeboBaHui, —
6yaeT MeTb onpeaeneHHble 0CO6EeHHOCTH;

— npepocTaBaeHme pesynbTaToB 06paboTKM cocTa-
BOB AAHHbIX MHOCTPAHHbIM HOPUANYECKMM NLLAM, UHO-
CTPaHHbIM OpraHu3aLMAM, He ABNAIOLWMMCA opugmuye-
CKUMMW UL, @MU, MHOCTPAHHbIM rpaxkgaHam v anuam 6es
rpa)kAaHCTBa No obLemy NpaBuay 3anpeLLaeTcs.

JenapTameHT MHOOPMALMOHHbBIX TEXHONOMMIA To-
poaa MockBbl byaeT HageneH aHaNorMYHbIMU NpaBaMm
MO CO34aHUI0 PEMMOHANBHOIO (TIOKAaNbHOTO) XPaHUANLLA
06e31nYeHHbIX JaHHbIX, MONYYEHHbIX U3 FOCYAapCTBEH-
HbIX M MYHULMMAAbHBIX MHOOPMALMOHHBIX CUCTEM.
MuHumMbpbl, B CBOIO ovepeap, byaeT MMeTb NpaBo 3a-
npawmneaTtb 0b6e3nnyeHHble JaHHble U3 PermoHasbHOro
xpaHunuuia (o3epa AaHHbIX)3. 3aKOH NpeaycmaTtpuBsaer,
1 3TO Ba*KHO OTMETUTb, YTO HAbBOP AaHHbIX, NOMYYEHHbIX
B pe3y/abTate 0b6e3nnumnsaHma, Gopmupyetca npu ycao-
BMM, YTO NocsieaytoLtan 06paboTka STUX AaHHbIX HE NO3-
BO/IMT YCTAHOBUTb MX MPUHAL/IEXHOCTb KOHKPETHOMY
dusmueckomy nunuy*.

Ucnonb3oBaHMe CUHTETUYECKUX AAHHbIX
B UeNAX rocyaapCcTtseHHOro ynpasaeHua

1. HenpukocHoO8eHHOCMb YacMHOU HU3HU /

PUCKU HapyweHUsi KOHhudeHyuanbHocmu

Ha cerogHAwWHWIA fOeHb 3TOT BOMPOC ABAAETCA
Ype3sBblYaMHO BaXKHbIM KaK C TOYKM 3peHUs NPaBoOBOro
Pery/siMpoBaHus, Tak U C TOYKM 3pEHUA NPAKTUYECKON, B
yacTu BbiboOpa COOTBETCTBYIOLLMX TEXHONOMMIA U anro-
pUTMOB, KOTOpble Hbl obecneuynnn HeobxogumbIn ypo-
BEHb aHOHMMHOCTU, TO €CTb AenepcoHanmsaumm OaH-
HbIX. COBpEMEHHOE 3aKOHOZATENbCTBO O MEPCOHaslb-
HbIX AAHHbIX Ha3blBaeT TaKOBbIMW OBy MHPOPMa-
LUMIO, KOTOpas MOXKeT BbiTb OTHeceHa K «onpesaeseH-
HOMY MW ONpeaenseMOMy Ha OCHOBaHWW TaKOM WH-
dopmaLmn MHANBUIY» .

10 BHeceHun nsmeHeHui B PesepanbHblil 3akoH «O NepPCoHabHbIX AaHHbIX» M DeaepanbHbiil 3aKoH «O NPOBEAEHUM 3KCMepu-
MeHTa MO YCTaHOB/IEHMIO CMELMaNbHOrO PeryiMpoBaHna B LIeNAX CO34aHNA HeoBXOAUMbIX YCNOBUIA AN1A pa3pa 6OTKM 1 BHeapeHuA
TEXHONOMMIN UCKYCCTBEHHOTO MHTENNIEKTA B cybbeKTe Poccuiickolt Pegepauum — ropose denepanbHoro sHavyeHns MockBe U BHe-
CeHUM 3MeHeHwi B cTaTbk 6 1 10 PesepanbHoro 3akoHa “O nepcoHanbHbIX AaHHbIX” »: Peaep. 3akoH ot 8 asr. 2024 r. Ne 233-d3 // Cobp.

3aKoHogaTenbcTea Poc. ®epepaumn. 2024, Ne 33 (4. 1), cT. 4929.

20 nepcoHanbHbiX AaHHbIX: Peaep. 3akoH oT 27 uiona 2006 r. Ne 152-®3 (8 pea. ot 28 pespansa 2025 r.) // Cobp. 3akoHoaaTeNbCTBA

Poc. ®egepaumn. 2006. Ne 31 (u. 1), cT. 3451.

3C 1 centabpa 2025 roga KOMNaHUM HaYHYT NepeaasaTh obesnnueHHble ceeaerna B MMC. URL: https://www.garant.ru/news/1749290/.

4 Directive (EU) 2019/1024 of the European Parliament and of the Council of 20 June 2019 on open data and the re-use of public
sector information. URL: https://eur-lex.europa.eu/legal-content/EN/TXT/?uri=uriserv:0J.L_.2019.172.01.0056.01.ENG.

>Hanpumep: O nepcoHanbHbIX AaHHbIX: Peaep. 3akoH oT 27 uona 2006 . Ne 152-d3; General Data Protection Regulation.

URL: https://eur-lex.europa.eu/legal-content/EN/TXT/?uri=legissum:310401_2.
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3. National Data Lake of Depersonalized

Personal Data

In 2024, Federal Law No. 233-FZ! amended the
Federal Laws ‘On Personal Data’ and ‘On the Conduct of
an Experiment on Establishing Special Regulation in Or-
der to Create the Necessary Conditions for the Develop-
ment and Introduction of Artificial Intelligence Technol-
ogy in the Constituent Entity of the Russian Federation —
the Federal City of Moscow and on the Introduction of
Amendments to Articles 6 and 10 of the Federal Law On
Personal Data’. The law aims to create favorable legal
conditions for the collection, storage, and processing of
data using new technologies and came into effect on
September 1, 2025. The adoption of this law was in-
tended to significantly enhance the effectiveness of the
system designed to protect the rights of individuals
whose personal data is processed. The law grants indi-
viduals the right to utilize the methodological frame-
work for the depersonalization of their personal data
and to transfer this data to a specialized state infor-
mation system (SIS) for subsequent use (re-use).

The Law ‘On Personal Data’? has been amended to
include new provisions requiring that data processors
transmit depersonalized data upon the request of the
Ministry of Digital Development, Communications, and
Mass Media (hereinafter referred to as the Ministry) to
the Ministry’s state information system, which will be
designated by the Government of the Russian Federa-
tion. The relevant request is supposed to state the spe-
cific types of data to be transmitted as well as the
timeframe for the provision of data. The Ministry will
compile sets of personal data from depersonalized data
categorized by specific attributes.

It is established that:

[1the datasets will be generated exclusively by the
Ministry in cases determined by the Government of the
Russian Federation;

[Ithe creation of datasets from special (sensitive)
categories of personal data (with an exception specified)
and from biometric personal data is prohibited;

[Taccess to datasets will occur exclusively within
the closed loop of the state information system, and
it will be impossible to remove them from this system;

[access to the datasets for the SIS users — state
and municipal bodies, organizations subordinate to
them, bodies of state extra-budgetary funds, Russian
citizens and Russian legal entities that are included
in the register of personal data processors and meet
a number of requirements — will have certain fea-
tures;

[1it is prohibited, as a general rule, to disclose the
results of processing datasets to foreign legal entities,
foreign organizations that are not legal persons, foreign
citizens, and stateless persons.

The Department of Information Technologies of
the City of Moscow will have similar rights to establish
regional (local) data storage for depersonalized data ob-
tained from state and municipal information systems.
The Ministry, in turn, will have the authority to request
the depersonalized data from the regional storage (data
lake)3. Importantly, the law stipulates that a dataset ob-
tained through depersonalization is created under the
condition that subsequent processing of this data will
not enable the identification of whether it belongs to a

specific individual®.

The Use of Synthetic Data
for Public Administration Purposes

1. Privacy / Confidentiality Risks

This issue is highly important from both legal and
practical perspectives, particularly in terms of the selec-
tion of appropriate technologies and algorithms that
would ensure a necessary level of anonymity, deperson-
alization of data. Modern legislation on personal data re-
fers to this any information that can be linked to an in-
dividual that is identified or identifiable based on that
information®.

1'0On the Introduction of Amendments to the Federal Law ‘On Personal Data’ and the Federal Law ‘On the Conduct of an Experiment
on Establishing Special Regulation in Order to Create the Necessary Conditions for the Development and Implementation of Arti ficial
Intelligence Technology in the Constituent Entity of the Russian Federation — the Federal City of Moscow and on the Introduction
of Amendments to Articles 6 and 10 of the Federal Law ‘On Personal Data’: Federal Law No. 233-FZ of August 8, 2024. Collection of
Legislative Acts of the Russian Federation. 2024. No. 33 (Pt. 1). Art. 4929.

2'0n Personal Data’: Federal Law No. 152-FZ of July 27, 2006 (as of February 28, 2025). Collection of Legislative Acts of the Russian

Federation. 2006. No. 31 (Pt. 1). Art. 3451.

3 From September 1, 2025, companies will begin transferring depersonalized data to the State Information System. Available at:

https://www.garant.ru/news/1749290/

4 Directive (EU) 2019/1024 of the European Parliament and of the Council of 20 June 2019 on open data and the reuse of public sector
information. Available at: https://eur-lex.europa.eu/legal-content/EN/TXT/?uri=uriserv:0J.L_.2019.172.01.0056.01.ENG

> For example: ‘On Personal Data’: Federal Law No. 152-FZ of July 27, 2006; General Data Protection Regulation. Available at:
https://eur-lex.europa.eu/legal-content/EN/TXT/?uri=legissum:310401_2
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OTctofa BO3HWMKAET BMOJIHE 3aKOHOMEPHbI BO-
npoc 06 anroputMax u TexHonoruax npeobpasoBaHuUs
peanbHbIX AaHHbIX NPU CO34aHWUM U3 HUX CUHTETUYe-
ckux. Cama TexHO/MorMA NMPOU3BOACTBA CUHTETUYECKMUX
AaHHbIX NOAPA3yMeBaeT KaK OTHOCUTE/IbHO «1erkoe»
npeobpasoBaHMe peanbHbIX AaHHbIX (a ciefoBaTeNbHO,
TaKan MHGopmaLMa MOXKET COAepPKaTb OTAENbHblE d/e-
MEHTbl CUHTETUYECKMX A@HHbIX UAY B faNbHENLWeM npu-
BOAMTb K CUTYaLUMK, KOTAQ PUCK COOTHECEHMUA ee C TeM
WV UHBIM MHAMBUAOM OO bEKTUBHO COXPAHAETCA), TaK U
«MOMHYIO» UX TPaHcHOPMaLMIO (Koraa NosaHOCT blo CUH-
TETUYECKME [aHHble MOBTOPAT AuWwb obwue Wwab-
JIOHbI, PUCYHKM peanbHbIX AaHHbIX) [5].

3Ta npobnematnMka OTHOCUTENbHO [JAaBHO W3-
BECTHa uccneaosartensam B 061acTy NPMBATHOCTU B €B-
poOnenCcKMxX cTpaHax, rae Takxke cdopmmpoBannch ABa
npouecca npeobpasoBaHMA MNEpPCOHANbHbIX AaHHbIX
ONA CHUXKEHUA PUCKa MX NOCAeAYIOWEro UCnoib3oBa-
HUA: NCEBAOHMMM3ALUMA M aHOHMMM3aumal. Mepsas
npeanosiaraeT B LLEJIOM COXPaHEHMEe peasibHbIX AaH-
HbIX, 3aMeHAS YacTb U3 HWUX NCEBLOHMMAMMU U (Unn)
naeHTudukaTopamu, 1 gonyckaet obpatHoe npeobpa-
30BaHWe; BTOpasa TpaHchopmupyeT faHHble 6onee rny-
60KO, B pe3y/ibTaTe Yero B naease yTpaumMBaeTcs CBA3b
MeXXay Habopom AaHHbIX U MHAMBUAOM. OTHACTU 3TO
HAaMOMWHAET co3aHMe CUHTETUYECKUX AaHHbIX. «Jler-
KMe» CMHTeTUYECKMEe AaHHble MO CBOEMY MpaBOBOMY
peXKMMmy BMOHE MOTYT PacCMaTPUBATbCA KaK AaHHble,
noaBeprHyTble NceBAOHUMMM3AUMK, U TpeboBaTb Co-
6t04eHNA 06LWMX NPaBUA AR 3aLUUTbI NEPCOHANbHbIX
AaHHbIX, MYCTb M HA OTHOCUTE/IbHO HU3KOM YpPOBHE C
YY4ETOM NOTEHLMANbHbIX PUCKOB ANA NPaB MHAUBMAA.
MONHOCTbIO CUMHTETUYECKME p[aHHble, C APYyrol cTo-
POHbI, BMOMHE MOXHO PacCMaTPMBaATb KaK aHOHUMMU-
pOBaHHbIe AaHHble, TO eCTb Kak cnocob NosHOM aHOHMK-
MM3aumMM AaHHbIX [9].

Takaa npobnemaTvKa akTMBHO 0bCyXKaaeTca U B
Poccuu, rae, Kak v B APYrux CTpaHax, CywecTByeT pe-
aNbHaA noTpebHocTb 6M3HEeca B MOAyYeHMM A0CTyna K
60/1bLUMM MAcCMBAM LaHHbIX U B BbiIpabOTKe ycnoBui,
NnpW KOTOPbIX AaHHble yTpayMBalOT MPU3HAKK nepco-
Ha/IbHbIX, TO €CTb CTAHOBATCA aHOHMMHbIMU. OfHAKO
poccUMCcKoe 3aKOHOAATENBCTBO B 3TOM chepe NpoTUBO-
peyYnBo, NOCKONbKY UCMONb3YET TO/IbKO OAWUH BAapUaHT
ONUCaHMUA TaKUX OEeNCTBUIA — «06e31nYnBaHme», KOTo-
poe B HOPMaTMBHbIX SOKYMEHTAxX NpeacTaBaseT cobol
aHanor nceBgoHMMU3aLMU, AN OTHOCUTENIbHO NETKYHO
MoaMbUKaLMIO AAaHHbIX, COXPAHAOLWY BO3MOXHOCTb
mx obpaTHoro npeobpasoBaHWMs. ITOW Ke NO3ULUK
NPUAEPKUBAETCA POCCUNCKUIN perynaTop Pockom-

HaZ30p, NPeacTaBUTENN KOTOPOTrO CYMTAIOT, YTO 06e3-
JIMYEHHble NePCOHaNbHbIE AAaHHbIE ABNAIOTCA NO-NPEXK-
HeMy MepcoHasibHbIMU AAHHBIMW C COMYTCTBYHOLLMMMU
puckammn HeobxoauMmocTn ux 3awmTbl [9; 2]. Poccui-
CKan NpaKTUKa U uccnefoBaTeNn 3a nociefHee Bpems
HEeOoAHOKPATHO 060CHOBbLIBAM HEOHXOAMMOCTL pa3pa-
60TKM anropMTMoB (NpaBua) rapaHTMPOBaHHOro obes-
NIMYNBAHUA, KOTOPOE, MO CYyTWU, ABAAETCA aHaNOrom
QHOHMMM3aLUMK, TO eCTb TAaKOTO Npeobpa3oBaHMA AaH-
HbIX, KOTOpPOE MCK/0YaeT BO3MOXKHOCTb UAEHTUDUKa-
UMW UHAMBUAA UAW YCTAHOBAEHUA CBA3N MEXAY HUM U
AaHHbIMK [3].

AHaNOrMYHaA CUTYaALMA U C UHOM KOHOUAEHLMANb-
HOM MHbOpPMaALMeElN B YAaCTU COXPAHEHWUA PUCKOB pac-
KpbITUA 4yBCTBUTENbHOM MHGOPMALMM NPU UCMONb3O-
BAHUU «JIETKMX» CUHTETUYECKUX LaHHbIX.

2. PucKku npuHamus peweHuli

Mcnonb3oBaHMe CUHTETUYECKMX OAHHbIX HEceT B
cebe onpefeneHHble PUCKM B MPUHATUM PeELUeHUI Ha
OCHOBE YKa3aHHbIX AaHHbIX. Y4EHbIMWU ABHO OTMeuYa-
eTca, uTo cdhepa rocy4apcTBEHHONO YNpaBieHNa OTHOCU-
Te/IbHO KOHCEpBATMBHA K MHHOBaLMAM U TpebyeT Twa-
TeNbHOro BblboOpa cpeacTB ANA CBOEN peannsaumun. 1o
B 0CODOEHHOCTM KacaeTcA Bblbopa TEXHONOTUM WCKyC-
CTBEHHOTO MHTeNNeKTa. B AaHHOM cnyyae cTouT npu-
3HaTb cNpaBeAIMBbIM MHEHWE CTOPOHHWUKOB YCTaHOB/e-
HUA 4YeTKOM W nocnefoBaTeNbHOM MOAUTUKM B 4acTu
OorpaHUYeHU Ha UCMO/Ib30BaHWE U NPUMEHEHME TEXHO-
JIOTMIA TEHEePaTUBHOIO WMCKYCCTBEHHOTO WHTE//IeKTa B
obnactn nybanyHoro ynpasnenus [7].

C yyeTom 3TOrO BMONHE OYEBUAHOMN CTAHOBMUTCA
npobaema nNpoBeAeHUs UCMbITaHUI (TECTUPOBaHWMSA), a
TaKKe OUEHKM MNPUMEHMMOCTU TEXHOJIOTUIA MUCKYC-
CTBEHHOTO UHTENIeKTa ANA Lenei nybanyHoro ynpas-
JIeHWA, BNIOTb A0 NPOBEAEHUA OLLEHKU pe3ybTaToB U
a/ITOPUTMOB UCKYCCTBEHHOTO MHTE//IEKTA SKCMEPTaMM,
obnagaroWwmnmm Heobxo4MMbIMM HaBbIKAMMK U KOMMe-
TeHumamu [18].

MMEHHO B TaKOM C/ly4ae CUHTETUYECKME AaHHble
MMEIT Maccy MPemMmyLLECTB, MOCKO/IbKY HECYT MeHb-
LIME PUCKM ANA PACKPbLITUA YyBCTBUTENbHOM MHbOPMa-
LMK, HO NPU STOM NO3BOAAIOT NONYYUTL PE3YNbTaTbl pPa-
60Tbl a/ITOPUTMOB FeHEPATUBHOTO MCKYCCTBEHHOTO WH-
TENNEeKTa U OLEHUTb NepPCrneKTUBbl U BO3MOXKHOCTU ero
MCMONb30BaHUA AN uener ny6/nYHOro ynpasneHms.
Taknm 06pa3om, MOXKHO MpMBAEYb K pa3paboTke wmau
OLEeHKe MCKYCCTBEHHOrO MHTENIeKTa YacTHble Komna-
HUKM 6e3 pUCKa PacKpbITUA KOHOMAEHUNANBbHOW UHPOpP-
MaLMU MW HAHECEHWUA MHOTO Bpesa AeATesIbHOCTU Mo
ny6anM4yHOMy ynpaBneHuto.

1 Pseudonymization according to the GDPR [definitions and examples] // Data Privacy Manager. 2021. Nov. 2. URL: https://datapri-

vacymanager.net/pseudonymization -according-to-the-gdpr/.
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This raises a pertinent question regarding the algo-
rithms and technologies used to convert real data into
synthetic data. The process of producing synthetic data
involves both relatively ‘light” transformation (hybrid or
semisynthetic) and more comprehensive transfor-
mations, resulting in ‘fully’ synthetic data that only rep-
licates the general patterns of real data. Consequently,
even hybrid or semisynthetic data may contain elements
that correlate with specific individuals, thereby posing a
risk of re-identification [5].

In this context, the issue has long been recognized
by privacy researchers in European countries, where de-
veloped two distinct processes for transforming per-
sonal data to mitigate the risk of subsequent misuse:
pseudonymization and anonymization®. The first ap-
proach typically involves retaining real data while substi-
tuting some of it with aliases and/or identifiers, allowing
for the possibility of reidentification. In contrast, the sec-
ond method entails a more profound transformation of
data, ideally resulting in the complete severance of the
connection between the dataset and the individual. This
is somewhat similar to the creation of synthetic data. In
terms of its legal framework, ‘light’ synthetic data may
well be regarded as pseudonymized data and thus ne-
cessitate adherence to general regulations for the pro-
tection of personal data, albeit at a relatively low level,
considering the potential risks to individual rights. Con-
versely, ‘fully’ synthetic data can be regarded as anony-
mized data, i.e., as a method of complete data anony-
mization [9].

This issue is currently being actively discussed in
Russia, where businesses demonstrate a significant de-
mand for access to large volumes of data. Additionally,
there is a need to establish conditions under which data
loses its characteristics, meaning it becomes anony-
mous. However, Russian legislation in this area is rela-
tively contradictory: it employs only one term to de-
scribe such actions — ‘depersonalization’, while in regu-
latory documents this term serves as an analogue to
pseudonymization or a relatively simple modification of
data that retains the possibility of reverse transformation.

The Russian regulator, Roskomnadzor, has consistently

maintained that ‘depersonalized’ personal data is still
considered personal data, which carries associated risks
that necessitate protection [9], [2]. Recently, Russian
practitioners and researchers have increasingly empha-
sized the need to develop algorithms and rules for guar-
anteed depersonalization. This process is essentially an
analogue to anonymization, i.e., transformation of data
that eliminates the possibility of identifying an individual
or establishing a connection between the individual and
the data [3].

The situation is comparable with other confidential
information within a similar framework regarding the
risks of disclosing sensitive information when utilizing

‘light’” synthetic data.

2. Decision-Making Risks

The use of synthetic data carries certain risks
where decisions are made based on it. Researchers
have repeatedly noted that the field of public admin-
istration is relatively conservative regarding innova-
tion and requires careful selection of the methods
employed for its implementation. This is particularly
true for the choice of artificial intelligence technolo-
gies. In this context, it is important to acknowledge
the perspective of those advocating for the establish-
ment of a clear and consistent policy concerning re-
strictions on the use and application of generative Al
technologies in public administration [7].

Given that, the challenges of conducting trials and
testing, as well as assessing the applicability of Al tech-
nologies for public administration purposes, become ev-
ident. This includes the evaluation of Al results and algo-
rithms by experts possessing the necessary skills and
competencies [18].

It is in this context that synthetic data offers nu-
merous advantages as it poses lower risks of disclosing
sensitive information. At the same time, it enables us to
obtain results from the algorithms of generative Al and
assess them to determine their potential applications in
public administration. Consequently, private companies
can participate in the development or evaluation of Al
without the risk of revealing confidential information or

adversely affecting public administration activities.

! Pseudonymization according to the GDPR [definitions and examples]. Data Privacy Manager [website]. 2021. 2 November. Available
at: https://dataprivacymanager.net/pseudonymization -according-to-the-gdpr/
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OfHaKo cnepyeT NOHMMATb, YTO M MPU UCNO/b30-
BAaHWW CUHTETUYECKMX [LAHHbIX MPUCYTCTBYIOT PUCKK
ownboYyHOro NpUHATUA peleHnin. OcHoBHOM npobne-
MOW AIBNAETCA ANNeMMa MexXay cTerneHbto npeobpaso-
BaHMA [aHHbIX M, KaK C/leacTBMe, WX TOYHOCTbIO,
OTHOCMMOCTbIO U PUCKAaMU PACKPbITUSA YYBCTBUTENBHOM
nHbopmaumn. CanwKkom rnybokoe M nonHoe npeobpa-
30BaHWe AaHHbIX MPU NOAYYEHUU MOAHOCTBIO CUHTETU-
YeCKUX JaHHbIX HECET PUCKMU UCKAKEHUA AaHHbIX, B TOM
yucne MNaTTepHOB AaHHbIX. B uTore sto moxeT oTpa-
3UTbCA M Ha Mpoueccax NPUHATUA pelleHui, KoTopble
6yayT peannsoBbIBaTbCA C MUCMOAb30BaHMEM TEXHO/O-
M UCKYCCTBEHHOTO WMHTENNEeKTa, 0ByYeHHbIX UKW No-
CTPOEHHbIX HA OCHOBE TAaKUX UCKAXKEHHbIX UCKYCCTBEH-
HbIX AaHHbIX. EQUHCTBEHHbIM peLleHnem BUAUTCA [0-
CTUMKEHWEe onpefesieHHOro HanaHca mMexay CTeneHbto
PACKpbITUA YyBCTBUTENIbHON MHOOPMALUN U LLENsSMU
pa3paboTKM KaueCTBEHHbIX W HAZEXKHbIX PeleHui nc-
KYCCTBEHHOrO WHTENNEKTa ANAA uenei nybanmyHoro
ynpaBieHus, a TaKkKe NpoBeAeHNE TILATENbHOMN OLLEHKK
NPUMEHAEMbIX F€HEPATUBHBbIM MCKYCCTBEHHbIM WHTEN-
JIEKTOM CUHTETUYECKMX AaHHbIX [11].

3. Pucku mexHonoz2u4eckozo cyeepeHumema /

PUCKU cyeepeHUMema GaHHbIX

Mpw BbICTPaMBaHWM NPaABOBOroO Pery/iMpoBaHua
NPYMEHEHWUA CUHTETUYECKUX AaHHbIX BaXKHbIM acnek-
TOM MOFYT CTaTb M BOMPOCbI 06ecneyeHms TeXHOA0MM-
UECKOro CyBepeHuTeTa U cyBepeHuTeTa AaHHbix. Oc-
HOBHaA MAeA CO34aHUA CUHTETUYECKUX [JaHHbIX —
obecrneyeHme cOBPeMEHHON SKOHOMMKM AaHHbIX BaX-
HbIM U HeoBX0AMMbIM pecypcom. C 3TOW CTOPOHbI CUH-
TeTUYECKME AaHHble ABAAIOTCA OTBETOM Ha npobaema-
TUKY [AOCTyna K YyBCTBUTE/IbHbIM AAHHbIM, MO3BOASA
NoNy4YnUTb [OaHHbIE CO CXOAHbIMMU XapaKTepPUCTUKaMM
6e3 pucKa HaHeceHun yuwepba npasam AMYHOCTU UM
rocyfapcrsa.

OAHaKo coBpemMeHHOe MOIMTUYECKOe MPOTUBO-
CTOSIHME FOCYAAPCTB HAa MEKAYHApOLHON apeHe Bce
yale cTaBuT Bonpocbl obecrneyeHns 6e30nacHOCTU U
COXPaHEHUA TEXHO/IOTMYECKOTrOo NAEPCTBA, PABHO KakK
M HEOH6XOAMMOCTM OCHOBbLIBATLCA HAa COBCTBEHHbIX Pa3-
paboTkax. C yyeTom 3Toro popmmpyembie rocysnap-
CTBOM 03€epa AaHHbIX U B NOTEHLMA/E NOAYYEHHbIE Ha
MX OCHOBE CMHTETUYECKME AaHHble CTAHOBATCA CTpaTe-
TMYECKUM PECYPCOM HaLMOHasIbHOW 3KOHOMMKM, A,0-
CTYN K KOTOPOMY TpebyeT TWaTeNbHOTO 1 B3BELIEHHOTO
noaxoaa.

B cnoxuBlUENCA CUTyauumn CTOMT 06paTUTb BHU-
MaHMe Ha GOoPMMPYOWMIMCA NOAXOL B OTHOLIEHMM
npeaocTaBieHna foctyna K undposomy osepy obes-
JIMYEHHbIX NEPCOHANbHbIX AaHHbIX, 0 KOTOPOM FOBOPU-
NIOCb B O4HOMMEHHOM pa3gesne Bbilwe. CornacHo npa-
BMAAM, AOCTYM K HEMY NpeAnoiaraeTca ToNbKO 1A aK-
KPeaUTOBAHHbIX KOMMAaHMI, TO eCcTb A1 POCCUMCKUX

KOMMaHMI, KOTOPbIM rOCY4apCTBO MOMKET A0BEPUTb
paboTy C TaKMMWM JaHHbIMU, OXMAAA OonpeseneHHbIX
NO3UTMBHbIX PE3yNbTaTOB ANA 3KOHOMMKMW. Buawutca
BMNOJIHE OOBACHMMbIM pPacCLIMPEHNE YKa3aHHOro noa-
X043 Npw obecneyeHUn JOCTyNa UM UCNONb30BAHUN
HaLMOHa/IbHbIX 03ep AaHHbIX 4/A CO34aHMA Ha MX
OCHOBE CMHTETUYECKUX AaHHbIX, a TaKXKe UX nocneayio-
Wero peucnonb3oBaHusa. bonee Toro, coBpemeHHble
pOCCUICKME WCCNefOBaHWUA OEMOHCTPUPYIOT, YTO
onpeaeneHHy 0NacHOCTb MOXKET HECTU UCNO/b30Ba-
HME AaHHbIX O XapaKTePMCTMKAX COoLMasbHbIX rpynm,
A7 KOTOPbIX BblN NPea/ioKeH TEPMUH «AaHHbIE O Ye-
noseke. Mo cyTu, 3Ta TEHAEHUMA UMeeT PaLMOoHaNb-
Hoe oboCHOBaHMe, MOCKO/IbKY flaHHble O XapaKTepu-
CTUKax COLMaNbHbIX FPYNM MOTYT 6bITb NOTEHLMANBHO
MCMONb30BaHbl ANA OCYLLECTBAEHUA HEeAPY’KeCTBeH-
HbIX LLeCTBUI B OTHOLLIEHWUM rocyAapcTsa U (Maum) yka-
3aHHbIX COUMANbHbIX TPYNM, YTO NpeAnonaraeT co3ga-
HWE COOTBETCTBYHOLLETO OXPAHUTEIbHOTO pPeXxuma.

CUHTETUYECKNE AAHHbIE C YYETOM MX MOTEHUMU-
a/IbHbIX CBOMCTB BMO/IHE MOTYT XapaKkTepmnsosaTb nat-
TEPHbI COLMaNbHbIX FPYNM U KaTeropuii UHAMBUAOB, a
TaKKe CUTYauMio B TeX MM MHbIX OTPAC/IAX 3KOHO-
MWKM, 4TO, 6E3yC/NIOBHO, CTaBUT BOMPOC ecin He 06
OrpaHUYNTENIbHOM peXnme, TO O HeobxoaMMOoCTU
YyNpaBAEHUA U KOHTPO/IA 3@ AOCTYMOM K TaKUM AaH-
HbIM BO M3bexKaHue HebnaronpUATHbLIX NOCAeACTBUI
Ans rocypapcTea [4].

3aknoueHue.
MepcneKTUBHbIE HanpaB/eHUA Pa3BUTUA

Lindposoe 03epo MoXKeT HbITb UCTOYHUKOM WH-
dopmaumn gna obyyeHUs reHepaTMBHOIO UCKYCCTBEH-
HOro MHTennekta. Mpu atom umMdposbie 03epa MoryT
€034aBaTbCA KaK KOMMEpPYECKMMU OpraHM3auusamu,
TaK M rocyfapCTBEHHbIMU CTPYKTYpPamMu, KOTopble MO-
ryT Hano/aHATb 3TW 6a3bl AAHHbIX ONpeseneHHON WH-
dopmaumeii. MpaBoOBOM PEXKUM UCMOIb30BAHMA UCKYC-
CTBEHHbIM UHTENNEKTOM MHPOPMALUM U3 LMPPOBOTO
03epa MOKeT 6bITb YCTaHOBAEH BagenbLem undpo-
BOro o3epa /Mbo COOTBETCTBYIOLWMM HOPMATUBHbLIM
NpaBoBbIM aKTOM (HauMOHaNbHOE 3aKoHOZATesb-
CTBO), B TOM YMC/ie NyTEM MPUMEHEHMUA SKCMEepUMEH-
Ta/IbHbIX MPaBOBbIX penmos B chepe LMdPOBbIX UH-
HOBaLWN.

B aTOM c/yyae BarKHEMWMMM YCNOBUAMM NoyYe-
HWA AOCTyNa K Takol nHbopmaumm byayTt aBnaTbeaA:

— obecneyeHne 3aWwmTbl NpaB 1 cBOOOSA YenoBeKa
W rpakAaHMHA M 3aLMTa UX NePCOHANbHbIX AAHHbIX;

—obecneyeHne KOHPUAEHLMANBHOCTM NOAYYEH-
HbIX CBEAEHWUI;

— co3gaHue ocoboro goctyna K MHpopmalmm MHo-
CTPaHHbIX CYObEKTOB;

— Ha/inume BO3MOXKHOCTU BbICTPOro NpeKpaLLeHua
A0CTyna K uHpopmaumu.
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However, it is important to recognize the risks as-
sociated with erroneous decision-making when using
synthetic data. The primary challenge lies in balancing
data transformation (to what extent data is trans-
formed) with its accuracy, relevance, and risks of disclos-
ing sensitive information. Excessive and comprehensive
data transformation, which results in fully synthetic
data, can lead to data distortion, including the alteration
of underlying data patterns. Consequently, the use of
such distorted synthetic data may adversely impact de-
cision-making processes that rely on Al technologies
trained or developed using this compromised data. The
optimal approach appears to be finding a balance be-
tween the need to protect sensitive information and the
objectives of creating high-quality, reliable Al solutions
for public administration. Additionally, it is crucial to
conduct a thorough evaluation of the synthetic data

generators employed by Al [11].

3. Technological Sovereignty /

Data Sovereignty Risks

When developing legal regulations for the use of
synthetic data, considerations regarding technological
sovereignty and data sovereignty may also emerge as
significant factors. The primary objective of synthetic
data is to furnish the modern data economy with a vital
and essential resource. In this context, synthetic data
serves as a solution to the challenge of accessing sensi-
tive information, enabling the generation of data with
comparable characteristics while mitigating the risk of
infringing upon individual or state rights.

However, the contemporary political confronta-
tions among states in the international arena increas-
ingly raise questions regarding the assurance of security
and the maintenance of technological leadership, as
well as the necessity to build upon their own advance-
ments. In this context, the data lakes established by the
state and the synthetic data potentially derived from
them are emerging as strategic resources for the na-
tional economy, access to which necessitates a careful
and balanced approach.

In this context, it is important to consider the
emerging approach to providing access to the national
lake of depersonalized data, which was discussed in the

relevant section above. According to the regulations,

access is granted exclusively to accredited companies,
specifically Russian firms that the government deems
trustworthy to handle such data, with the expectation of
achieving certain positive outcomes for the economy.
It seems quite reasonable to expand this approach by
utilizing national data lakes to create synthetic data and
facilitate its subsequent reuse. Furthermore, contempo-
rary Russian research indicates that using data on the
characteristics of social groups, referred to as ‘human
data’, could bear certain risks. Such data could poten-
tially be exploited to conduct hostile actions against the
state and (or) these social groups, which necessitates an
appropriate protective regime to be established.
Synthetic data, given its potential properties, can
effectively characterize the patterns of social groups and
categories of individuals as well as the conditions in spe-
cific sectors of the economy. This raises the question of,
if not a restrictive regime, then at least the need to man-
age and control access to such data in order to prevent

adverse consequences for the state [4].

Conclusion.

Further Development

A digital lake can serve as a valuable source of in-
formation for training generative artificial intelligence.
Simultaneously, digital lakes can be established by both
commercial organizations and government entities,
which can enrich these databases with specific infor-
mation. The legal framework governing the use of infor-
mation from a digital lake by artificial intelligence can be
determined by the owner of the digital lake or through
relevant regulatory legal acts (national legislation), in-
cluding the implementation of experimental legal re-
gimes in the field of digital innovation.

In this case, the most important conditions for
gaining access to such information are as follows:

[Jensuring the protection of human and civil rights
and freedoms as well as safeguarding personal data;

[ ensuring the confidentiality of the information
received;

[Ispecial access to information from foreign enti-
ties;

I the ability to quickly terminate or block access to

information.
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Lindposoe 03epo MOXKET 3aMNONHATLCA CUHTETUYE-
CKMMW [a@HHbIMKM, Korga WHpopmauusa B uUudpoBoe
03epo NOCTynaeT OT FreHePaTUBHOTO UCKYCCTBEHHOTO UH-
TeNNeKTa, KOTopbI CO34,aeT HOBYHO WAW npeobpasyeT
MMetoLyocs MHPopMaumio. BaxkHO npeaycmoTpeTb
cnocobbl M TeXHUYecKue CpeacTsa, Mo3BosAOLME
MOEHTUOULMPOBATL PEANIbHYIO U CUHTETUYECKYID WH-
dopmaumio, cogepskalyytocs B LMGpPoOBOM 03epe.

Lndposoe 03epo MoxkeT copepkaTb MHOOPMa-
LM1I0, MMeloLyto MoBOYHbIM XapakTep, — Hanpumep,
n3obparkeHune aBTobyca (McxoaHaa MHbOpPMaLMA), B KO-
TOPOM HaxoAATCA NOAW, UAW YeSIOBEKA, NEPEXOAALLErO
aopory nepeg, aBTobycom (noboyHaa MHpopmaumsa). Ta-
KMM 06pa3om, MCKYCCTBEHHbIN MHTENEKT NoayYaeT [o-
CTYN He TONIbKO K paspeLlleHHoN MHPOpMaLLMK, HO U K CO-
nyTCTBYOWEN MHPOPMALMK, YTO ABASETCA HE COBCEM
KOPPEKTHBIM.

HakoHeLl, undpoBoe 03epo MOXKeT HbITb CO34aHO
NMOJIHOCTBIO M3 CUHTETUYECKMX AaHHBbIX.

Ha 0CHOBAHMU M3N0KEHHOTO MOXHO TaKke cae-
NnaTb onpefeneHHble BbIBOAbI O NEPCMEeKTUBAX UCMO/b-
30BaHUA dopmupyembix B Poccum o3ep AaHHbIX C Le-
JIbl0 CO34aHUA CUHTETUYECKMX AAHHbIX AN5 HYXKZA Ny6-
JIMYHOTO YyNpaB/ieHUA U NPABOBOroO PerynpoBaHnA B
aTol chepe:

1. Ucnonb3oBaHWe CUHTETUYECKUX [aHHbIX OT-
KpblBaeT MepcrneKkTUBbl A8 NOUCKa, pa3paboTku u
OLEHKU MPUMEHUMOCTU TEXHOJIOTUI UCKYCCTBEHHOTO
MHTeNNeKTa B chepe nybanMyHoro ynpasnenus. C yye-
TOM 06LLeli TEeHAEHUMU Ha NOBbILLIEHWE KBOOPYKEHHO-
CTU» rocyfapcTBa TEXHONOTMAMWU FEHEepPaTUBHOIO MC-
KYCCTBEHHOrO MHTENNEeKTa, obecneyMBaloLLMMKU €ro
3 deKTUBHOCTb, CUHTETUYECKME fAaHHble Ha OCHOBE
rocyfapCTBEHHbIX AAHHbIX CNOCOBHbI CTaTb OTHOCK-
TenbHo 6e3onacHol 6asoi gna pa3paboTKM TexHoNo-
TMYECKMX peleHUn U HayYHbIX UCCef0BaHUA B 3TOM
chepe.

2. MpaBOBOW PEXMUM CUHTETUYECKMX AAHHbIX Tpe-
byeT AanbHelLWwero nccnefoBaHmA 1 paspaboTku Npaso-
BbIX KOHCTPYKUMIN. HEOBX0ANMO Kak MUHUMYM:

— pasrpaHunyeHmne/cooTHeCeHNE PEKMMOB MCeBA0-
HUMU3ALMW, aHOHUMU3ALMK U 06e31nYnBaHMA (rapaH-
TMPOBAHHOIO 06€3/1MYMBaHUSA) AAHHbIX C ANITOPUTMaMM
N UHCTPYMEHTAMM CO34aHUA CUHTETUYECKUX AAHHbIX;

— onpegeneHve napameTpoB OXPaHUTENbHOIO pe-
KMMa CUHTETUYECKMUX SAHHbIX, KOTAa UX UCNO/Ib30BaHNE
MOMET HECTU PUCKM HaHeceHua ylepba AMYHOCTU UK
rocynapcrey;

— pasrpaHunyeHne A0CTyMa K HauMOHaNbHbIM 03e-
pam AaHHbIX A8 CO34aHUA CUMHTETUYECKUX AAHHbIX U
npaBuA MOCNEeAYIOLLEr0 PEUCNONb30BAHNA CUHTETUYE-
CKMX JaHHbIX.

3. Ba)KHbIM acMeKTOM BHeApEeHUA CUHTETUYECKUX
JaHHbIX B cucTemMy My6/MYHOrO ynpaBAeHWa AO0MXKHA
CTaTb Npoueaypa U NpaBuaa OLEHKU U NPUMEHUMOCTH
aiTOPUTMOB  CO34AHUA CUHTETUYECKUX [aHHbIX AAA
HY»KZ, NYBANYHOTO yNpaBieHWUs B YacTU UX TOYHOCTU U
COOTBETCTBMA 3aAB/IEHHbBIM LENAM U UCKIIOYEHUA BO3-
MOHbIX OLUMOOK M NPOTUBOPEYUNA.
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A digital lake can be filled with synthetic data when
the information it contains is generated by artificial in-
telligence that creates new data or transforms existing
information. It is essential to implement methods and
technical tools to distinguish between real and synthetic
information within the digital lake.

A digital lake may contain information of a second-
ary nature. For example, it might include an image of a
bus (source information) with people inside or a person
crossing the road in front of the bus (secondary infor-
mation). Consequently, artificial intelligence gains ac-
cess not only to permitted information but also to re-
lated information, which is not entirely correct.

Finally, a digital lake can be entirely constructed
from synthetic data.

Thus, we can draw several conclusions regarding
the potential use of the data lakes being developed in
Russia for generation of synthetic data for the purposes
of public administration and legal regulation in this field.

1. The use of synthetic data presents significant op-
portunities for the exploration, development, and as-
sessment of artificial intelligence technologies in the
realm of public administration. Considering the prevail-
ing trend of enhancing state capabilities with generative
Al technologies to improve effectiveness, synthetic data
derived from government sources can serve as a rela-
tively secure foundation for the advancement of techno-
logical solutions and scientific research in this field.

2. The legal framework governing synthetic data
necessitates additional research and the development
of legal structures. At a minimum, the following is re-
quired:

— differentiation and correlation of the methods of
pseudonymization, anonymization, and depersonaliza-
tion (guaranteed depersonalization) of data, along with
algorithms and tools for creating synthetic data;

— the determination of the parameters for the
protective regime of synthetic data is essential, partic-
ularly when its use may pose risks of harm to individu-
als or the state, especially in the case of or semisyn-
thetic data;

— the delineation of access to national data lakes
for the creation of synthetic data, along with guidelines
for the subsequent reuse of that synthetic data.

3. An important aspect of introducing synthetic
data into the public administration system is the estab-
lishment of procedures and guidelines for evaluating al-
gorithms used to generate synthetic data. This evalua-
tion should focus on the accuracy, relevance to the in-
tended purposes, and elimination of potential errors
and inconsistencies.
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